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Executive Summary (/Y2574 7%~ —)

With this Joint Opinion, the EDPB and the EDPS aim to draw attention to a number of

overarching concerns on the Proposal on the European Health Data Space and urge the co-

legislature to take decisive action.
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The EDPB and the EDPS note that the Proposal aims at supporting individuals to take control
of their own health data, supporting the use of health data for better healthcare delivery, better
research, innovation and policy making, and enabling the EU to make full use of the potential
offered by a safe and secure exchange, use and reuse of health data. Indeed, ‘facilitating the
use of electronic health data’, both for primary and secondary use of electronic health data
could significantly contribute to both public interests, as well as to the interest of individual
data subjects/patients.
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Although the effort to strengthen the control and rights of data subjects over their personal
health data is welcomed, it should be highlighted that this Proposal mainly provides for some
‘add-ons’ to some of the rights of data subjects already provided for in the GDPR. In fact,
the Proposal may even weaken the protection of the rights to privacy and to data protection,
especially considering the categories of personal data and purposes that are related to the
secondary use of data.
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The EDPB and the EDPS note that the provisions in this Proposal will add yet another layer
to the already complex (multi-layered) collection of provisions (to be found both in the EU
and Member States law) on the processing of health data (in the health care sector). The
interplay between those different pieces of legislation needs to be (crystal) clear.
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In particular, the EDPB and the EDPS consider that it is important to clarify the relationship
between the provisions in this Proposal with the ones in the GDPR and Member State laws.
The EDPB and the EDPS acknowledge the intention and efforts to stay within the boundaries
of the GDPR in this EHDS Proposal. This can be recognised, for instance, when it creates,
by means of Union law, legal grounds and/or exceptions for the processing of health data
fitting into the structure of the GDPR foreseen in Articles 6 and 9 GDPR. However, as to the
desired level of clarity of those provisions, much is still called for (by way of improvement of
provisions and further clarification), especially in regard to the interplay of the provisions with
Member State laws pursuant to Article 9(4) GDPR. Those concerns are reflected in the
comments on both the Chapters II and IV of the Proposal.
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With regards to the scope of the Proposal, the EDPB and the EDPS recommend excluding
from Article 33(1)(f) of the Proposal respectively wellness applications and other digital
applications, as well as wellness and behaviour data relevant to health. Should these data be
maintained, the processing for secondary use of personal data deriving from wellness
applications and other digital applications should be subject to prior consent within the

meaning of the GDPR. Moreover, the EDPB and the EDPS recall that such processing may
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fall within the scope of Directive2002/58/EC (‘e-Privacy Directive’).

1REOHIFICEIL T, EDPB & EDPS 13, ~ AV RICEHET 3 Y = L4 X LfTHIDF — & 72
JTh<, ZNENT VAR T TV r—vavezohory sz - 77 ) r—v a v
FREDOHE 3% (1) () 20T 22281552, cNbLDT -2 2HFFT 28546,
TINFR T TNV =2 avRezotor i - T 7V r—vavichkT 3 EAT —
2O _RAHD =0 O IZ, GDPR OFEKRICE T 2 FHHMOFEONRE TRETH %,
X 5ic, EDPB s X U EDPS &, 2@ X 5 =ML 54 2002/58/EC  ( [e-Privacy
Directive] ) OHIPANIC A2 [REMEDH 5 C L 21T 5,

The EDPB and the EDPS also strongly recommend to not extend the scope of the GDPR
exceptions regarding the data subject’s rightsto the Proposal and in particular in Article 38(2)
of the Proposal. Such exemption undermines the possibility for data subjects to exercise an
effective control over their personal data rather than strengthen it and thus appears to be at
odds with the objective laid down in Article 1(2) (a) of the Proposal.
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The EDPB and the EDPS welcome that fact that the Proposal makes reference to GDPR
rights (e.g. the right of access free of charge, and the right to obtain a copy of the data).
However, the EDPB and the EDPS note that the description of the rights as provided in the
Proposal is not consistent with the one of the GDPR. As mentioned above, this may lead to
legal uncertainty vis-a-vis the data subjects who may not be able to distinguish between the
two types of rights. To this purpose, and in order to avoid complexities of practical
implementation, the EDPB and the EDPS urge the co-legislator to ensure legal clarity on the
interplay between the data subject’s rights introduced by the Proposal and the general
provisions contained in the GDPR on data subject’s rights.
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The EDPB and the EDPS acknowledge the provisions in Chapter III that aim to improve the
interoperability of Electronic Health Records and to facilitate the connectivity of wellness-
apps with such electronic health records. However, the EDPB and the EDPS are of the
opinion that the latter should not be included in the secondary use of health data under
Chapter IV of the Proposal. First, because health data generated by wellness applications and
other digital health applications do not have the same data quality requirements and
characteristics of those generated by medical devices. Moreover, these applications generate
an enormous amount of data and can be highly invasive since it relates to every step

individuals takes in their everyday lives. Even if health data could be indeed separated from
other kinds of data, inferences such as food practices and other habits could be easily made,

revealing particularly sensitive information such as religious orientation.
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As tothe purposes for secondary use of health data listed under Article 34(1) of the Proposal,
the EDPB and the EDPS understand thatArticles34(1) (f) and (g) of the Proposal possibly
encompass any form of 'development and innovation activities for products or services
contributing to public health or social security' or 'training, testing and evaluation of
algorithms, including in medical devices, Al systems and digital health applications,
contributing to public health or social security’. The EDPB and the EDPS are of the view that
the Proposal should further delineate these purposes and circumscribe when there is a
sufficient connection with public health and/or social security. This will be crucial to achieve
a balance adequately taking into account the objectives pursued by the Proposal and the
protection of personal data of the data subjects affected by the processing.
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In addition, Article 34(1) of the Proposal contain several types of secondary use, which would
fall under different categories of grounds for exception foreseen in Article 9(2) GDPR.
However, the EDPB and the EDPS consider that this is not reflected in the criteria according
to which the health data access bodies should assess and decide on data applications (Article
45 of the Proposal) in order to issue a data access permit (Article 46 of the Proposal). To this
end, the EDPB and the EDPS highlight that the criteria provided for in this regard by Article
46 of the Proposal are restricted to the provisions and principles of this Proposal and lack
clarity as to the way such provisions relate to the principles and provisions of the GDPR, in
particular to Article 9(2) GDPR.
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In relation to Chapter V, the EDPB and the EDPS acknowledge that the infrastructure for the
exchange of electronic health data foreseen in this EHDS-proposal in no way is aimed at (or
could result in) establishing a central EU-database of health data and will only facilitate the
exchange of such health data from decentralised databases. However, due to the large quantity
of data that would be processed, their highly sensitive nature, the risk of unlawful access and
the necessity to fully ensure effective supervision over these data, the EDPB and the EDPS
call for adding to this Proposal a provision that would require storing the personal electronic
health data in the EU/EEA, without prejudice to further transfers in compliance with Chapter
V of the GDPR.
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Finally, regarding the governance model created by the Proposal, the tasks and competences
of the new public bodies need to be carefully tailored, particularly takinginto account the tasks
and competences of national Supervision Authorities, the EDPB and the EDPS in the field of
processing personal (health) data. Overlap of competences should be avoided and fields of
and requirements for cooperation should be specified.
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The European Data Protection Board and the European Data Protection Supervisor

Having regard to Article 42(2) of the Regulation 2018/1725 of 23 October 2018 on the
protection of natural persons with regard to the processing of personal data by the Unio n

institutions, bodies, offices and agencies and on the free movement of such data, and repealing

Regulation (EC) No 45/2001 and Decision No 1247/2002/EC,

Having regard to the EEA Agreement and in particular to Annex XI and Protocol 37 thereof,
as amended by the Decision of the EEA joint Committee No 154/2018 of 6 July 2018,

HAVE ADOPTED THE FOL LOWING JOINT OPINION
LAUT o 3 [A] R 2 SRR L 72

1 BACKGROUND (EF&

1. The BACKGROUND Proposal for a Regulation of the European Parliament and of the
Council on the European Health Data Space Act (“the Proposal”) will help to attain the
Commission’s vision for EU’s digital transformation by 20301.

MBS X ORI~V 2 7 — 2 EREICBE & 2B ES o Hfi B3 2L (T4
%] ) OBFRELT, ZoOREER, 2030 FETICEUDT YA VEFICHT 2 RE R
DEYa v EERT2DIEIOTHS 5, [*]1

2. The European Data Protection Board (“EDPB”) and the European Data Protection

Supervisor (“EDPS”) note that, according to the Commission, the Proposal “supports
individuals to take control of their own health data, supports the use of health data for
better healthcare delivery, better research, innovation and policy making and enables the
EU to make full use of the potential offered by a safe and secure exchange, use and reuse
of health data”?
EDPB & EDPS i3, MMZARIC L 2 &, BRI [AABPHHG O~V AT —2 2 EH S
5 aIRL, L) RVERRL, XY RO, EH BRLEDDD~V R T
—2DRMZZE L. EU PR TRERZ, ~V A7 =2 DI & FHAHIC X > T
Rt REME 2 i cE 2 kD ic s 5] LT 5, [*]2

3. As explained in the Explanatory Memorandum, the Proposal is in line with the EU’s

I Explanatory Memorandum, p. 2.
2 https://ec.europa.eu/health/ehealthdigitalhealthandcare/ europeanhealthdataspace_en
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overarching objectives. Such objectives include the creation of a stronger European
Health Union, implementing the European Pillar of Social Rights, improving the
functioning of the internal market, promoting synergies with the EU digital internal
market agenda and delivering an ambitious research andinnovation agenda. Furthermore,
the Proposal will provide an important set of elements contributing to the formation of
the European Health Union, by encouraging innovation and research and dealing better
with future health crises.

FHHRECHHINLTWE XY ic, REIFZEUOWUFENRHNICHh 72D TH S, %
O XS REMICE., X0 EEE & EKIN~ L Z# A European Health Union O AllE%
European Pillar of Social Rights ® %Ejfii, N5 O BRELE. EU 7 2 AN 7
Vv X OHFENROMHE, FFONEMRLL L/ R—2avDT Y=y XORERE
INd, IHIT, TORER, A/ _X—va v EMREREHL. FEROBBEGERKIC XY
KL 2 2 it ko T, BRMREDES ORICERN T 2 R 2R 2 R4 T 5,

2 SCOPE OF THE OPINION (E &R o #:[H)

On 3 May 2022, the Commission published the Proposal for a Regulation of the European

Parliament and of the Council on the European Health Data Space Act (“the Proposal”).

2022 4£ 5 H 3 H, BMBE R BN~V AT — 2 2= KBIET 2 INHEES B L O

B oHHZE ( UF THRE] ) 28K L%,

On 4 May 2022, the Commission requested a Joint Opinion of the EDPB and the EDPS

(“the Opinion”) on the basis of Article 42(2) of Regulation (EU) 2018/17253(“EUDPR”)

on the Proposal.

2022 £ 5 A 4 H. WINERER X, RIEFEICHS 280 (EU) 2018/1725 (MUF
[EUDPRJ ) %$42% (2) ZM#ile L <, EDPB & EDPS o3t (UTF [AX

Rl ) ko, [*]3

The Proposal is of particular importance for the protection of individuals’ fundamental

rights and freedoms with regard to the processing of their personal data. The scope of the

3 Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October

2018 on the protection of natural persons with regard to the processing of personal data by
the Union institutions, bodies, offices and agencies and on the free movement of such data,
and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC, O],
21.11.2018, L.295, p. 39.



Opinion is limited to the aspects of the Proposal related to and involving personal data,
which constitute one of the main pillars of the Proposal.

FREREIE, =V FAT =2 ONBICEIF 2 M A D HEARWHEF R CHEZRES 5 /-0

ICFHCHEETH 5, ARREOEMHEM X, AMEROFERAED D TH B X—V F v
T 2IBE L, 2o, BET 2 MEICRES NS,

The EDPB and the EDPS welcome the explanatory memorandum of the Proposal, where

it is stated that “considering that a substantial amount of electronic data to be assessed in
the EHDS are personal health data relating to natural persons in the EU, the proposal is
designed in full compliance not only with the GDPR but also with Regulation (EU)

2018/1725 (EU Data Protection Regulation)”.

EDPB KU EDPS (3, REOHYIHEZEWL L, £ 2 <id, [EHDS TiHiizh 2 E 1
T2 DOHYENEU D HANCET 2HAD VAT -2 THL L 2EEL, RE
ix GDPR 7213 ©7& < B (EU) 2018/1725 (EU 7 — X {R##iH] - EUDPR) I b 564
ICHERLL CRGEFEhTw 3] bidrbhTn 2,

Along the same lines, the EDPB and the EDPS highlight that it is necessary to ensure and
uphold the respect and the application of the EU acquis in the field of data protection.
When personal data are involved in the context of the Proposal, it is essential to clearly
avoid in the legal text of the Proposal any inconsistency and possible conflict with the
General Data Protection Regulation*(“GDPR”), the ePrivacy Directive’ and the EUDPR.
This not only for the sake of legal certainty, but also to avoid that the Proposal has the
effect of directly or indirectly jeopardising the fundamental rights to privacy and
protection of personal data, as established under Articles 7 and 8 of the Charter of
fundamental rights of the European Union (the “Charter”) and Article 16 of the Treaty
on the Functioning of the European Union (“TFEU”).

[Ffkic, EDPB & EDPS i, 7 — X {R#EDHEICEHE T2 EUDT 7 4 X (acquis) D&
HEEWAZMERL, T 2 0ERH 2 L EMTAT L, A=V FAT X BRREED

XIRicEEN D56, —KkT — 2 REHA] ( TGDPR] ) . ePrivacy Directive & X Of
EUDPR & O ARG I X Al ARENE 2 ARTER DR IIZ U B\ CIAREIC i 3 5 2

4 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April

2016 on the protection of natural persons with regard to the processing of personal data and
on the free movement of such data, and repealing Directive 95/46/EC,OJ L 119, 4.5.2016,
p. 1-88.

5 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002
concerning the processing of personal data and the protection of privacy in the electronic

communications sector, OJ L 201, 31.7.2002, p. 37-47.
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Since the Proposal, as further explained in the Opinion, raises several concerns regarding
the protection of fundamental rights to privacy and data protection of personal data, the
aim of this Opinion is not to provide an exhaustive list of all the issues, nor always to
provide alternative proposals of wording suggestions. Instead, this Opinion aims at
addressing the main criticalities, with respect to privacy and data protection, of the
Proposal.
ABRETILIHWIEN T D L5, RERR T 7 4 8 — DEAWIMER D {85 &
N=VFNT=2DT = 2REICEHL T O DL REST 270, AREREDH
X, TRCOMBEEZMEENICHNZET L2 L TiERL, £, FECLEOREOREZR
ZRRETs 2L Th v, xobYic, KERER, 774 v -7 -2 ICH
FTOREDOELRBEEIONULT 2 2 L 2HNE T2,

3 ASSESSMENT (/)

3.1 General remarks (¥2%%

10. The EDPB and the EDPS acknowledge the objective of the Proposal to expand the use of

11.

electronic health data to deliver health care to the individual from whom those data were
collected(“primary use”) and to improve research, innovation, policy making, patient
safety, personalised medicine, official statistics or regulatory activities (“secondary
use”). The EDPB and the EDPS also acknowledge the Proposal’s goal to improve the
functioning of the internal market by laying down a uniform legal framework for the
development, marketing and use of electronic health record systems (“EHR systems”).
EDPB & EDPS i3, 8T~V AT — 2 DFHAZILAL T, Zho DT =2 BINE S n iz
fANICERZREEL ( XML ) . Wk, 41 /=y a v, BERIZE, BEFDOL
e, EAHEERE. ARG E 2 IBEEB 2 35 ( TZXFIA] ) Sw i RE
DHMZFED %, EDPB & EDPS 3%/, Y~ AL a—Fy274 ( [EHR ¥ =
T4l ) OFE. =7 T4 v I EHO OO REN AR ED B LT X
2T, WG OEEZSES 2 L wHIREDOHEZED 5,

Nevertheless, the EDPB and the EDPS highlight that the protection of personal data is

an integral element of the trust individuals and organisations should have in the
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development of the digital economy® and the access to equitable health care, in particular
in the context of processing health data within the EHDS framework.

Zhich 22 53, EDPB & EDPS (3, ~S—Y F AT — X ORF#ED, T XV O
FE L NERERE~DT 72 A, Fic EHDS OFFHANTO~L AT — 2 OULE & \»
I RIC BT, AL HBEBFEFO NS FEHO A RAERTH D Z L 2T 5,
[*]6

12. In this regard, the EDPB and the EDPS underline that the success of the EHDS will

depend on a robust legal basis for processing in line with EU data protection law, the
establishment of a strong data governance mechanism and effective safeguards for the
rights and interests of natural persons that are fully compliant with the GDPR. Sufficient
assurances of a lawful, responsible, ethical management anchored in EU values, including
respect for fundamental rights, should be provided. In this regard, the EDPB and the
EDPS consider that the EHDS should serve as an example of transparency, effective
accountability and proper balance between the interests of the individual data subjects
and the shared interest of society as a whole.
Z DR L. EDPB XU EDPS (%, EHDS 03z, EU © 7 — X {51 - 72 4L
BROD 72 30 D IRE 2 BRI, 8 e T — X HNF Y A A S = X L DR, R U GDPR %
FERICHESF ST 2 HARNDHER R UFIZIR D 72 0 DS R (RS B ICkTE T 22 L 28
I 5, BEAMENOEEZ D, EU OfffEBICR S L 2 G5ENCHEIED 2 WM E
HMo+anRa sttt e n s & ch s, 2oL, EDPB XU EDPS iZ. EHDS
iE i 4 DF — & RO Ltk o T ik & D OELE, ZhRI 25
B Y] 72N T v ADOEfliL 5 X2 TH DL LER D,

13. In the forthcoming chapters of the Opinion, the EDPB and the EDPS provide
recommendations on how to make the relevant provisions of the Proposal not only
compliant with the EU data protection legal framework, but also in line with the current
interpretation of the applicable jurisprudence of the Court of Justice of the European
Union (“CJEU”).Given the wide scope of the rights and obligations setout in the Proposal
with regard to the access, use and sharing of special categories of personal data as is the
case for health data, general references to the GDPR and the EUDPR may not suffice. In
this regard, the EDPB and the EDPS consider that there maybe a risk of misinterpreting
key provisions related to data protection which, in turn, may lead to a lowering of the level
of protection currently granted to data subjects under the existing EU data protection
legal framework (GDPR, EUDPR and ePrivacy Directive). Therefore, the EDPB and the

EDPS consider further specifications necessary, as will be detailed in the remainder of

¢ DGA Joint Opinion.
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14.

this Opinion.

BEREFEOZO%RDF T, EDPB & EDPS I3, fREOBHEBIE 2 EU O 7 — X {5# ik i
FAAICHERL X & 2 7210 <7 <L BUNEARRESHFT ( [CJEUJ ) O#EFEE O BIFED
fERRUCI 72 b DICT 2ITIRICO VT DEIE 2 RIS 5, ~ VXA TF =2 DG L FKIC,
Fle T 3V —DAN=Y FAT = 20T 72 A, FIAKCEEICBEL TIRECED &
NI R OEFE OHIIHI N2 &L 2F 25 &, GDPR KU EUDPR ~DO—f&i1 72 5
KRt cldmealigtEn s 3, CosiicBIL <, EDPB & EDPS 1, AL T —
ZARFEICE T 2 FEAREZRMT 2V R 7850, ZOFER, BEFD EU 7 — X {15
KA A (GDPR, EUDPR % X U ePrivacy Directive) D FC7 — & ERICHERG X
NTOLREL VDR T ICORD D ARENEDSH 5 EFE A TwWb, L ->T, EDPB
B LU EDPS i3, AEREFEOHART 2L 51C, oL BLETHL EFEZ D,
The EDPB and the EDPS positively note that the Proposal also aims at contributing to a
mitigation of the current fragmentation of rules applicable to the processing of health data
and to scientific research. At the same time, the EDPB and the EDPS raise doubts about
the full compatibility of some of the provisions of Chapter IT and IV of the Proposal (not
ably the access by health professionals to restricted personal electronic health data, the
systematic registration of the relevant health data by health professionals or the handle of
unexpected findings by health data access bodies towards natural persons) with Member
State law in the e-health sector, in the absence of a general EU legislative competence of
harmonisation in this domain. In this regard, it should be recalled that under Article 168
TFEU, Union action shall encourage cooperation between the Member States in the area
of public health and, if necessary, lend support to their action by complementing national
policy while respecting the responsibilities of the Member States for the definition of their
health policy and for the organisation and delivery of health services and medical care.
EDPB & EDPS (3, &~ 2T — X QYU & RIEAWTFEICE M & 1 2 B O BIfE ©
WrR b DERICHDERT 22 L 2 HNE 32 2 L 2 HEMNICIERT %, [FKIC, EDPB
¢ EDPS 13, ARREOH "8 L FUHEO—HORE (Fric, BERHEMZIC X 2 HIIRM %
NR=) FLNET~NNVAT = EZ~DT 7 A, EREMFICL ZBE~LV AT — % Dk %
[ EEk, ~V AT =27 7 2 ZAHEBIC X 3 BANCH T 2 THEapt ROEY ) 28,
Z DREIKIC 35 1 2 D — ki 7% EU OIIERENI 2370 WHITCL e ~ AV AR HFICE 1T 51
BEE L ERICHEAT 208 ) PICOLTERRQZRET 2, 2oL T, %168 5
TFEU © F T, HEOITENII A RE LD EICE T 2 MBEER O 15 2 L& L | 2%
et MEEORIEEBCKOER, RIEY — v X & ERO MM L 240 BE 3 2 il
EoOHEZSEL >0, HOBOKZHTET 5 2 L i X o TMEEOTH 2348 2 b 0
LT L HHETRETH D,
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3.2 Interplay of the Proposal with EU data protection law (FiEZE & EU 7 — 2 RE L E DEER

EF)

15. The EDPB and the EDPS welcome Recital 4 of the Proposal, according to which

“[plrocessing of personal electronic health data is subject to the provisions of Regulation
(EU) 2016/679 of the European Parliament and of the Council and, for Union institutions
and bodies, Regulation (EU) 2018/1725 of the European Parliament and of the Council.
References to the provisions of Regulation (EU) 2016/679 should be understood also as
references to the corresponding provisions of Regulation (EU) 2018/1725 for Union
institutions and bodies, where relevant”.
EDPB & EDPS i3, fREOHIHE4HZEWLL TEH, thicks e, [N=vFr8E
T~V AT — 2 DR, BN e B L CEEEESOMHA (EU) 2016/679, 7 6 NC
HE OB X CHRICO WCIIBIIE &5 X RS2 oI (EU) 2018/1725
DODHEDONRE %, HAI (EU) 2016/679 OME~DEF ki, B#ET 254113, #
B ORI I ICBI S 2 1 (EU) 2018/1725 oxfIGd 2 BE~DF k& L CTd B
fRINZRETHL,| LIhLTWnd,

16. Moreover, according to the Explanatory Memorandum, the Proposal is based on Articles

114 and 16 of the Treaty on the Functioning of the European Union (‘TFEU’). In the
light of the Proposal, while Article 114 TFEU aims at improving the functioning of the
internal market through measures for the approximation of national rules, the Proposal
aims at expanding the use of electronic health data while strengthening the rights arising
from Article 16 TFEU.
o, FMBARE I XL, REIWIESOMAEICBIT 554 ( [TFEUL ) 0%
114 55 L U5 16 FRICESwTw 5, feIc o9 &, TFEU % 114 ZAEANL — v
DML E % U 72N G o rem L2 B e 32 o L, 25k TFEU % 16
Fh oAU atENZEL LoD, ETF~VAT—XOMMIEKREZHNE 35,

17. In this regard, the EDPB and the EDPS, in line with the CJEU’s jurisprudence, highlight
that Article 16 TFEU provides for an appropriate legal basis in cases where the protection
of personal data is one of the essential aims or components of the rules adopted by the EU
legislator’. Moreover, the EDPB and the EDPS recall that the application of Article 16
TFEU also entails the need to ensure independent oversight for compliance with the

requirements regarding the processing of personal data, as is also required by Article 8 of
the Charter?.

7 Opinion of 26 July 2017, PNR Canada, Opinion procedure 1/15, ECLI:EU:C:2017:592,
paragraph 96.
8 Al Act JO.
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18.

19.

ZDAICB LT, EDPB & EDPS . CJEU @EHICH o T, =V F AT — & D {f3#
DEUNMEF I X o TERIRS WA O AREW 2 HW £ 2 3EFRO—>TH 3 56
IC. 55 16 55 TFEU 23@Y) BRI BUES 2 < L 2idi 3 5.,  [*]7 & 5ic, EDPB
& EDPS (3, % 16 3¢ TFEU DM IC (3, BHEHE X THERKIN T B Lo T, »~—
VFINT— 2 OB 2 B 2 EF T 500 MA L L AR ERT 20D
ey cexiiE+s, [*]8

Indeed, with reference to the point made on independent oversight, the EDPB and the
EDPS highlight that, according to Recital 43 of the Proposal, supervisory authorities
should be tasked with enforcing the relevant provisions of the GDPR and EUDPR
especially with regard to the processing of personal data for secondary uses in the context
Chapter IV of the Proposal. In this regard, the EDPB and the EDPS recommend including
a corresponding provision in the operative part of the text.

KRR A7 L 72 BEIC B3 2 f5HICBA L <. EDPB & EDPS (3, 2R ORI 43 HIC
IhiE, BEEYRE FICREOHMNEDOIRICH T 5 “KINAIHO DD = F
7 —2OMEICBIL T, GDPR & EUDPR OB#EBE XTI 22 A & TH
32 kIS5, ZoICBIL T, EDPB & EDPS i3, RXDAERNE I ICHIE T 2 8l
ExEGDDL L EMERT L,

Concerning the recourse to Article 16 TFEU as (one of the two?) legal basis of the
Proposal, the EDPB and the EDPS acknowledge that the aim of the Proposal is to specify
‘additional legally binding provisions and safeguards!” in relation to the protection of
health data. Such provisions are ‘additional’ to those of the GDPR. The Proposal provides
for ‘specific requirements and standards’!’ which are tailor-made for electronic health
data processing and are intended to ‘bring to reality the possibility offered by the GDPR
for an EU law for several purposes’ 2.

RED (Zo05b0) HERILL L TO5 16 & TFEU ~Ok{FICBIL T, EDPB &
EDPS (&, SEROHWB~V AT —2ofRFEICB LT DEMARENTIIRII O H 28
EERBEHEE ] ABET L ThBE L ERD S, [*]9[*]10 o X5 AHER
GDPR o#lEic BT THh 2, ZEIL, ETHE~NVAT — 2B D720 {£57
Tohie TRPEDQEMFLIME] ZRELTHY, WO HND®IC EUED

® The EDPS and the EDPB, in linewith their mandates, will not deal in this Opinion with

the matter of the justification of recourse to a double legal base and will limit themselves to

considerations relating to recourse to Article 16 TFEU.

10 Explanatory Memorandum to the Proposal, p. 6.
11 Tbhidem.
12 Tbidem.
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20.

21.

22.

7z®ic GDPR ic ko TRt n aalaEM 2 EBR T 2] e 2HME T2, [*]11
[*]12

As to the content of the Proposal, the EDPB and the EDPS wish to put forward two
general remarks.

REDONAEICOWT, EDPB & EDPS i3 2 20 ABERZRH T2 2L 2HAT
W5,

Firstly, the Proposal contains predominantly rules on the processing of personal (health)
data, be it for primary or secondary use. Having regard to the impact of these provisions
on the overall center of gravity of the Proposal, the EDPB and the EDPS agree that the
content of the Proposal makes of Article 16 TFEU a necessary legal base. This is without
prejudice to the comments in the present Opinion on the interaction of several provisions
of the Proposal with those of the GDPR, an interaction which strongly calls for further
clarifications and, sometimes, further reflection and reworking, as developed later in this
Opinion.

Foio, zhp-XAFIAchn XA Th N, BEETICEAN (~rR) F— 20l
HICBHT 2Bz EA TV S, 2o DHEPRED SR ZELICKITTHE 2 Z K
L. EDPB & EDPS 1%, f2EDONEHY 16 5 TFEU 2 4 H kil s 32 < L[
BE 2, Ihid, AEREOWCO2»0RHE GDPR ORIA L OHAFRICEIS 5 A
BREOaX VI 2ET2bDTIEAEL, AEREORFECEMINATHE X 5ic, &
b7 WML, 2 L CTHRICIZI 52 2 AE L FEL 2B KD 2HAEHTH 5,

The EDPB and the EDPS also note that, according to Recital 37, this Proposal aims to
provide Union law making use of the exceptions in Articles 9(2)(g), (i) and (j) GDPR.
The EDPB and the EDPS also notethat, for the secondary use of health data, the Proposal
creates an obligation for data holders in the sense of Article 6(1)(c) GDPR to disclose
personal data to health data access bodies. At the same time, the EDPB and the EDPS
understand that the Proposal does not aim to create a legal basis for data applicants in
relation to Article 6GDPR nor modify information requirements under the GDPR or the
ePrivacy Directive, or alter any rights set out therein.

EDPB K& O EDPS 13 %72, BiCE 37 HHIC X niE, A#EEIZ GDPRE 9 % (2) (g) .
(i) ko (j) ofis =ML ClEAgEzRIET 2 22BN T2 2L ICHET 5,
EDPB & EDPS 3% 7z, ~ VA7 =20 KA L®IC, FRER, 65 (1 (0
GDPR DEIRTOT —2RAHICH L, X=VFAT =R~V RT =2 T 7 & A%
BICPIR T 2852 E 0 3¢5 2 L ICET %, FFIc, EDPB KU EDPS 13, A%
2355 6 5 GDPR ICEH#I T 2 7 — X HIEEE D 720 OEIIRILZ ERK L 72 b . GDPR X 1%
ePrivacy Directive @ [ TOIFMERFHALLH L 720, 2 ZICHEI N0 Dd 7o B HE
MOAEFEFZ L HHNE L TAWI L 2HET 5,
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23.

24.

25.

Secondly, the EDPB and the EDPS note that the Proposal contains at least one explicit
derogation from a provision of the GDPR: Article 38(2) of the Proposal indeed exempts
certain entities (the health data access bodies) from applying the provisions of Article 14
GDPR concerning information to be provided to data subjects. The EDPB and EDPS
consider that such exemption undermines the possibility for data subjects to exercise an
effective control over their personal data rather than strengthen it and thus appears to be
at odds with the objective laid down in Article 1(2)(a) of the Proposal. Moreover the
EDPB and the EDPS question whether it is necessary and justified to introduce a
restriction to the right of information as further explained inParagraphs26, 34, 96 and
970f this Opinion, also in the light of Article 23 GDPR.

% 12, EDPB [T EDPS 1. A#2%28 GDPR OHBUE D & 27 &b —D DHIRI 7
WP EEATYE 2 RFRLT 2, AREOH 385 (2) I, v Ic, 7— X FHRICH
XNz EHRICEET %2 GDPRE 4 LOMEDHEM» SRED TR (NVAT =27k
AHB) % QbR d 5. EDPB MU EDPS I3, C@ X 5 RRbrid, 7— X Efhs - — v F
NT =2 %l 5D TIE R, IRINICER T 2R 2 A5 b D TH Y. L 22
2T, REDH 15 (2) (a) WHEINLHWIIK T 2LEX 5, Ibic, EDPB LU
EDPS (3. GDPR % 23 Sticldo L Td ., ARREFOR 26 H, 26 34 JH, % 96 HR UV
HI7THTILIKFHMETN TS L5, [EHROEFICH T 2HIIRZEATS 2 L
BEHOIEHTH B0 L ) BT 5,

More generally, the EDPB and the EDPS caution against legislation laying down
derogations from the tasks and powers of data protection supervisory authorities and the
generally applicable rules of the GDPR in accordance with article 8 of the Charter. Such
legislation inevitably affect, and ultimately has the potential to undermine, over time, the
centrality of the horizontal rules adopted under Article 16 TFEU. The independent
supervisory authorities should be tasked with the oversight of the Proposal, insofar as the
processing of personal datais concerned.

& b —fiyiciI, EDPB & EDPS i3, EHRH 8 KICHE - T, 7 — X {REEE B O (L5
EHERR, X " GDPR o —fIICEH X 2 Bl 2 & it 2 #UE 3 2 i L T
FEERT 2, 20X ) AEHIE. LRMIC TFEU 5 16 520 T TR & L7z K P
HlowLIcEr2 5 2, I iZRRofE e L S IcBa SRR H 5, Y —
FAT—ZOMUHICE T SR, MUVEBEYREIAREOEE2EINEETH D,
In any event, the EDPB and EDPS question whether a restriction to the right of
information is necessary and justified in this context. Indeed, both Article 14(5)(b) and
Article 14(5) (c) GDPR exempts controllers from complying with Article 14 GDPR in
certain cases, namely where (1)the provision of such information proves impossible or

would involve a disproportionate effort, in particular for processing for archiving purposes
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26.

in the public interest, scientific or historical research purposes or statistical purposes,
subject to the conditions and safeguards referred to in Article 89(1) or insofar as the
obligation referred to in paragraphl of this Article is likely to render impossible or
seriously impair the achievement of the objectives of that processing!3; and (2) where the
obtaining or disclosure of personal data is expressly laid down by Union or Member State
law towhich the controller is subject and which provides appropriate measures to protect
the data subject's legitimate interest. In so far as the EHDS Proposal expressly provides
for obtaining or disclosure of personal data, it should rather be assessed whether this
Proposal contains appropriate safeguards to protect data subjects’ legitimate interests.
Wit X, EDPB & EDPS i3, {§HOHEMN I3 2 HER 2 2 O RIC 51> T E 2
DIENTH B8 ) 0 & BT 2. FFE. GDPRH 14 & (5) (b) KU 14 % (5)
(c) DHITIE, FEDHA. T7abb. (1) 2D X5 RERORMESALAIRETH 2 2 &
DEEHE NS, XIEE 89 5 (1) ICHUE T 2 S I OMRREREE IC/E S 2 & 2 5&F L
LT XUIARSES 1 HICKE T 2 8822 OO BRI OEK Z AATREIC L, I3 #F L
CHAEIBXNDBHLRY kT, Ko, 2kofIRick T 27 -7 4 7HIN, B
2 L < JESEIFSE HIN AR EIN D 720 DM O 7291, AHIBREE 1% 5 T
H5556, BHFEICNL T GDPR ¥ 14 508520k 2, X0 (2) =V
VT = ZORUGE 73R A, EEEEA SN, 7 — X EROEL A EIRE T 5
7o ® DY) I HEE 2 F2 AT 2 WOME G £ 72 1M BE OERIC X > THRIICED b i
TWAEHEbEENS, [*] 13 EHDSRERX—V F 7 — X OHS £ 72 13FxR % B
RINCHEST 2R 0, B LAZORERT — X FEROIEY iz R#ET 2 720 OjEY)
TIREFEEGEALTOEILE ) »paiHiiTXETh 2,

Finally, the EDPB and the EDPS note that, although the Proposal also covers wellness
applications and other digital health applications, the ePrivacy Directive is not included
in its Article 1(4). While the EDPB and the EDPS question the inclusion of such
applications within the scope of Chapter IV of the Proposal, as will be explained in the
next Chapter, the EDPB and the EDPS recommend including a reference to the ePrivacy
Directive, should these applications still be part of the Proposal.

i, EDPB & EDPS i, REWEF YV = VAR - T 7V r—vaveZzofiory xn
NAVR T TV =2 a bR ET S0, ePrivacy ez 2D 155 4) K&
Twiaweili~Tw3, EDPB & EDPS i3, RETHWT 2L 51C, 2D X 5%7T 7Y
TF—vavEREOHEMEOHFEANICED 5 2 & &M 525, EDPB & EDPS I,

13 Insuch cases the controllershall take appropriate measures to protect the data subject's

rights and freedoms and legitimate interests, including making the information publicly

available.
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27.

28.

INHLDT TN T —va vBRERREO—ETH L5HL., ePrivacy TS ~D SR % &
V5T LEMEST D,
Moreover, Article 1(4) of the Proposal should also make reference tothe EUDPR and the
relevant provisions of the EUDPR should also be identified explicitly throughout the
Proposal™. Explicit references to the relevant EUDPR articles in the enacting terms of
the Proposal appear more than warranted, first because the Commission will act as
processor for electronic health data communicated through ‘MyHealth@EU’ (Article
12(7) of the Proposal), secondly, because Union institutions, bodies, offices and agencies
may have regular access to electronic health data (Recital 41 of the Proposal) and, thirdly,
since data held by EUIs may also be made available for secondary use (Recital 46 of the
Proposal).
oL, REDE 15 (4) 1 EUDPR ICOWTHERTRETH Y, EUDPR o BHE
BUE D IREREZBE L CHRNICREI N2 RETH D, [*]14 F—1c, WINEERE
[MyHealth@EU | %@ U CRFEINDIEF~NVAT —ZOUHEHF & L CHET S 729
(REDFE 125 (7)) . B o, BNES OB, Hitk, FHiTs L OCKEIZEF~ v
AT —ZIEMICT 7 2 ATE ZAREMED D 5720 (IREDHTC41) | FH=ic, EUI
PRETE 7 — 2 RAHICHFHCTE 2R H 5720 (REDHT 46) | f2E
DHIEFRMFICIH TS 5 EUDPR SRIE~OHIRIIAE RIFELS{LE s L FE 2 b
no,
The EDPB and the EDPS note that, in line with Article 1(4) of the Proposal, “[t]he
Regulation shall be without prejudice to other Union legal acts regarding access to,
sharing of or secondary use of electronic health data, or requirements related to the
processing of data in relation to electronic health data, in particular Regulations (EU)
2016/679, (EU) 2018/1725, [---] [Data Governance Act COM/2020/767 final] and [ -]
[Data Act COM/2022/68 final].” Moreover, in line with Article 1(5) of the Proposal, the
“(...)Regulation shall be without prejudice to Regulations (EU) 2017/745 and [---] [AI
Act COM/2021/206 final], as regards the security of medical devices and Al systems that
interact with EHR systems”.
EDPB KU EDPS i3, 258 15 (4) i<ih»> T, [ABHIIZ, T~V 2T —2~D7
7 A, EEFEL I RAMICBE S 2t oE A OERITRA. IFEF~VRAT — X

14 Tnaccordance with Recital (4) of the Proposal, references to the provisions of GDPR
should be understood also as references to the corresponding provisions of the EUDPR.
While the aim of Recital (4) is clear, the EDPB and EDPS strongly recommend that the
relevant provisions of the EUDPR be identified explicitly in the enacting terms of the

Proposal as such.
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29.

30.

Bld 3 2 7 — X O JULBICBE 3 2 fE. RricHil  (EU) 2016/679.  (EU) 2018/1725,
[...] [Data Governance Act COM/2020/767 final] & O* [...] [Data Act COM/2022/68
final] #EF2dDTlHAV, | LIBT3, T2, KEEOHE1HESHICHE D& |
[(C..) BElE EHR > 27 & L HHAME 2 BRI L AT Y R T 602 F 2 ) 7 4
iBIL <. Bl (EU) 2017/745 X O° [...] [AI Act COM/2021/206 final] %% 2 3 D
Tl | EEREIhTH D,
While welcoming the explicit reference to the Proposal being without prejudice to the
Data Governance Act (“DGA”), the Data Act and the Artificial Intelligence (“Al”) Act,
the EDPB and the EDPS consider that the specific interaction of the Proposal with the
aforementioned initiatives part of the digital package as well as the Medical Devices
Regulation (MDR)?, should be better addressed. To illustrate this point and only as an
example, the Proposal introduces a definition of ‘data holder’ under Article 2(2) (y) which
might notbe consistent with the definition of data holder in the DGA and the Data Act.
This might lead to legal uncertainty as to what entities would fall within such definition,
despite constituting a central aspect of the Proposal, given that it would-crucially-
determine which entities will be subject to the obligation of making electronic health data
available for secondary use.
EDPB & EDPS i3, KIEEHSTF -2 H-Fv ik ( [DGA] ) . F—2EBIUA
THIEE ( TAIl ) 2 ETI20TIEHARVEWIIHRNARE R ZEHT 5 —H T, K
RR L TV ENANy =V DRHRD 4 = v T F 7S B L CEEESERG (MDR) &
DEARNEMEFERCO VT, XY EYISHLININZTHELEZLT D,
[*]15 c DR %HIRT 57010, #E TR, DGA BX T —XKICEF 27 — 2 /A
HOERLE =L ARVAREEDOH 5, H25c (2)(y) iciko [F=2RGH] OE
HEHEAT 2, Inid, REOH LW ARMAZELT 210 2hbb T, EOREFEKD
ZD X BIERICEEINE IO W TENGAMEEREEIC OG22 AR H 5, 2T,
EORFERPEF~NAT — 2% Z XA AATREIC S 2 W ON R & 75 5 0 2 PRIE W IC
RET L LICRDEINLTH S,
The EDPB and the EDPS further note that the general objective of the Proposal is to
ensure that natural persons in the EU have increased control over their electronic health
data which cannot be achieved if the interplay between there levant regulations is not

clearly identified. Legal certainty is key not only to ensure that the different stakeholders

15 Regulation (EU) 2017/7450f the European Parliament and of the Council of 5 April2017
on medical devices, amending Directive 2001/83/EC, Regulation (EC) No 178/2002 and
Regulation (EC) No 1223/2009 and repealing Council Directives90/385/EEC and
93/42/EEC, 5.5.2017, L 117/1.
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feel safe to act within the new framework, but also that the rights of natural persons are
guaranteed. Therefore, the EDPB and the EDPS recommend further clarifying the
interplay of the Proposal with the above-mentioned initiatives and legal instruments.
EDPB & EDPS i3 & H1C, fREDO A HINIE, EUNDARADBE T~V 2T — &
ICNT B EH AT 5 2L TH Y, BES 3 MBI oM AR ICRE s hTn
BOEBICITERTE RN LICHET 5, IRIMERIEIX. 22 2 FIEBRE B L v»
Pt DR CREIITEITE 2 LKL 2 2 L 2 RAET 27210 T <. HAANDHERN % {&
At 57200 TH L, Lh o T, EDPB KW EDPS X, Lido4 =7 F 7 KUk
MR RIREOMHAERZ X HICHEICT 5 2 L 23R 5,

4 GENERAL PROVISIONS (CHAPTERI) (3881 (88—==))

4.1 Article 1: Subject matter and scope of the Proposal (3222 1 &£ T8 & &)

31.

32.

33.

The EDPB and the EDPS welcome that the Proposal aims, amongst others, at
strengthening the rights of natural persons in relation to the availability and control of
their electronic health data.

EDPB & EDPS i3, ZOREHN L Y bIF, BT~V AT — 2 ORI FIFREN: & & HL I B E
T2HANOHERN Z BT 2 L2 HINE T2 L 2@lT 5,

The EDPB and the EDPS are aware that theCOVID-19 pandemic has greatly accelerated
the use of medical devices, wellness applications or wearables amongst the general
population. However, this kind of technology generates an enormous amount of data,
often special categories of personal data, and can be highly invasive. More than tracking
humans’ actions and decisions, it is now possible to track humans’ bodies, minds and
emotions at a level that even humans themselves might not be able to do. These data can
then be used to predict people’s actions and manipulate their behaviour, even at a group
level.

EDPB & EDPS (3, COVID-19 v 7 3 v 7 B—fRERICH T 2 BRESR. 7 = v
AATTVr—vav, $3v 2T 77 AOMAEKIRICIEEETW5 Z & &G
w5, Lol, CoMoEMIFEREEDT —% (L 0BE. FiilhhTa) —0
N=YFNT—=&) ERL, FEICREE G, AFOTECERIRE 2B 5
7k, AMBEE T 2 AARER L AR Bk, BIE 282 c &
MBAREIC T 572 TNOLDT —RIF I N —TL RV THo>ThH, A2 DITEI% FHlL .
TEZ RS 2D ICHMT 52 L TE S,

The EDPB and the EDPS note that, as laid down in Article 1(2)(a)of the Proposal, the
first objective of the Proposal is to strengthen the rights of natural persons in relation to

the availability and control of their electronic health data. At the same time, the EDPB
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34.

and the EDPS also note that, unlike in the primary use, for which the Proposal allows
natural persons to restrict the access to their personal data, the same option is not afforded
with regard to secondary use of data. Moreover, under Article 38(2) of the Proposal,
“[h]ealth data access bodies shall not be obliged to provide the specific information under
Article 14 of Regulation (EU) 2016/679 to each natural person concerning the use of their
data for projects subject to a data permit(...)”. The EDPB and the EDPS underline that
the right to information and the right to object are inextricably linked. By restricting the
right to information under the GDPR, the EDPB and the EDPS are of the view that the
Proposal may not achieve the objectives laid down in Article 1(2)(a)of the Proposal. In
fact, the envisaged approach appears to undermine the rights of natural persons to privacy
and to the protection of personal data, especially taking into account the very broad
definition of secondary use and the minimum categories of electronic data for secondary
use introduced by the Proposal, which is not only limited to scientific research but also
includes other purposes, such as innovation.

EDPB KU EDPS &, #2E0H 1% (2) (a) KHESI N T L L Hic, REDH 1 0
HiiZ, EF~VAT — 2 ORI AR L OB BRICBE 3~ 2 HAANOEM 25l 3 5 Z
ETHBHILICHET %, [FAFfIC, EDPB XU EDPS i3, KEEVBHAAD X—Y F 1
T—=2~DT7 72 A%HRT 2L 2@ 5 - RAP L3RR Y, T -2 XHMH I
BILCRILEREES A 5N TRV EICHEET 2, Ibi1C, #EOHE 38 % (2
Tt [~ART =272 2Bk, 7—2F (L) OWRLHZTRY =227 b ~0D
7 =2 ORI L < BAl (EU) 2016/679 D5 14 Scici0 < REE DA £ H A A
iRt 2 ¥R AbAR\w] LBUET S . EDPB & EDPS 1%, EHICH 3 2 HEf| & 7
2 I8 2 BHERIZRE A TH B 2 & 2T 5, EDPB U EDPS (3, GDPR icJk
DAFRICHN 3 2HEMZHIR T 5 2 Lic XD RRESEREOH 15 (2) (a) ED
ON7HWZER L R AR D 5 L ORMETH 5, KR HEINLG T 7o —F 1T,
Fric, BEAMIBIRICIRE I N2 720 TR A /=2 avo X5 2o BID 5T
REIC L > THEASTNA ZRFHOIFE ICLF RER L Z KA D70 D E/NR D 7
T3V —DBEFT—REEET L, TIANV =L AA=VFNT —RDORHEICH T
HANDOHEN 2487 5 X 5 IcH 2 5,

In addition, the EDPB and the EDPS note that Article 1(3)(a) of the Proposal provides
that the Proposal applies to“(...)manufacturers and suppliers of EHR systems and
wellness applications placed on the market and put into servicein the Union and the users
of such products”, while Article 33(1) (f)and (n) of the Proposal lists among the minimum
categories of electronic data for secondary use person generated electronic health data,
including medical devices, wellness applications or other digital health applications, as

well as wellness and behaviour data relevant to health (emphasis added). First, there is an
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35.

36.

inconsistency between the scope of the Proposal and the categories of data listed under
Article 33 (1) (f) of the Proposal: the former refers to manufacturers and suppliers of EHR
systems and wellness applications only, while the latter also includes medical devices on
top of wellness applications and other digital health applications. The EDPB and the
EDPS are of the understanding that medical devices also fall within the scope of the
Proposal. Thus, for the sake of legal clarity, the EDPB and the EDPS recommend adding
manufacturers and suppliers of medical devices in Article 1(3) (a) of the Proposal.

iz <. EDPB XIU*EDPS I, feXoHE 1% 3) (@2 [ (L)EHRY AT ARV Y =

WART 7Y 7= a v ORGEER ROHIGHEE TH > T, BHESICE W THi I &

AZH, P—E 2[RI NEDbOMNICZED L) B OEHE ] ICGEHINS L

BUEST 225, REDOH 335 (D) () KT (n) 13, EEHKEG, v ArAxT77) 7 —v

3 VY XEZDOMD T EANVRAT 7Y r—v a i NCERICBEE T 2 7 2 v 4 R

ROTE) T — 2 2 &0, ZXKARAEBER L 2B F~NVAT =2 DR/NAT ) — D

ICEF T2 LICHET 2 (EHFHZEIN) o B, KIZROHH L | KIZEDH 33

& (D)) WEINTWET -2 DXL ORICHREAHDH Y, Hi#ld EHR v 27

LBXVPY 2 AART TV r—v a v OREEE S LG EE DA 2L, RE T Y

INART TV = avBLUPZOMOT Y EV~NAVAT TV r—vavo bfric

AR b &, EDPB O EDPS (3, EERRESG D AREOHMICE I 5 LS

%, L7z23o T, ENAE(LD 72, EDPB XU EDPS i3, #28% 14 (3) () iKhw
T, EFREEG ORGSR KOG EE 28N 5 2 L 2B 2,

Furthermore, the EDPB and the EDPS highlight that health data generated by wellness
applications and other digital health applications do not have the same data quality
requirements and characteristics of those generated by medical devices (the latter being
subject to existing specific standards and legislation). Moreover, it should be noted that
digital health applications may possibly gather personal data that go beyond health data:
for instance, the collection of personal information regarding food practices and other
habits may indirectly reveal particularly sensitive information such as religious orientation.
Xbic, EDPB & EDPS 2, VAR R - T 7V Tr—vaveZzofhory zr~n

2T TV T =2 aVIiCkoTERINE~ART— 255, EEEERIC K > TERE N

25DLELT— X WHEENF LRI o TR W L2MHT 5 (BERPFED Fr

EDHMEL FHDONRTHZ) , IHIC, TYEUV~NVR - TFVF—vavii, ~n
AT =R BR o=V FNT =22 ET RN DH 22 LICHERET 2LERD

5, Blzix, BEECZOMOEEICEHT 2 -V F 7 —20IUER, FEWIEN &

EORHCHETE O @ R IS 5 2 3 3 ATREE DS B B

Against this background, while the EDPB and the EDPS understand the possible need of
including medical devices within the scope of the Proposal, the EDPB and the EDPS
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37.

recommend excluding from Article 33(1) () and (n)of the Proposal respectively wellness
applications and other digital applications, as well as wellness and behaviour data relevant
to health. Should these data be maintained, the processing for secondary use of personal
data deriving from wellness applications and other digital applications should be subject
to prior consent within the meaning of the GDPR. Moreover, the EDPB and the EDPS
recall that such processing may fall within the scope of Directive 2002/58/EC (‘e-Privacy
Directive’).

DX iR b, EDPB O EDPS 13, KZEOHIPANICEREKEGR 2 &0 5 2 & D
MEPE D IHREN: % HfE3 % 23, EDPB O EDPS (3, f#ERICBIE T 2 v = v 2 K T
BT —2720Th ZRENY AR R T TV T =2 a VRUZOMDOT Y XL -
TV —va v EAREDR 33 5 (1) () kU (n) 2025 2 & 23T 5,
INLDT — AR I NGB VA F R T TV T =2 a v REDMDOFTY £
T7V =y aVichRT 35—V FAT = 2O RKHMH D 720 DL IZ, GDPR @
BEHRICB T 2HATORIBEICE) XETH 5, IHIC, EDPBEHLUWEDP 7 &40 - 7
TV —va v 2002/58/7 Y & - TV — a v cy Directive] ) DO#EiFHNICA
LHREMED D B Z L MR T %,

The EDPB and the EDPS note that, according to Article 2(2) of the Proposal, the
definition of data holder explicitly includes European Union Institutions (‘EUIs’).
However, EUIs can be both a controller of personal and health related data (and thus a
data holder) as well as a data user of personal and health related data . This is explained
in Recital 41 and Articles 34, 45 and 48 of the Proposal. As a result, and for the sake of
legal certainty, the EDPB and the EDPS recommend clarifying whether the EUIs are

16 EU institutions, bodies and agencies process health related data mainly in the following

contexts:

l.recruitment (pre-recruitment medical examination),

2.occupational health (annual medical visit) / health and safety at work,

3.reimbursement of medical expenses (Joint Insurance Sickness Scheme),

4.sick leaves (medical certificates) and invalidity procedures, and

5.performance of a task vested in the EUI’s mission (e.g. European Centre for Disease

Prevention and Control and European Medicines Agency).
Processing operations involving health data are likely to present specific and higher risks to
the rights and freedoms of data subjects, who are staff members, temporary agents,
contractual agents, national experts, trainees of these bodies, candidates for the positions
mentioned before and visitors of the EUlIs. Those risks are similar to the ones data subjects
face when their health data is processed by controllers that are not EUTs.
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included in the definition of data user as well. Lastly, the EDPB and the EDPS recall that,
as Union institutions, bodies, offices and agencies are not subject to national jurisdictions,
specific clarification should be made in relation to the penalties that can be imposed by
health data access bodies, as provided for in Article 43 of the Proposal.

EDPB & EDPS (3, fREDH 25 (2) ic ki, 7— X RAEHOERICIIHIRIYICIK
NESHE ( [EUL) ) B&E02 L4EfT 2, 727 L. EUL ik, fAAS X OB
T — X OEHECTH 2 LFIFIC (LEBoTT —2RFFECTdH2) | AL LU
BT -2 07 —22—F—ThbH 2, THNICDWTIE, RISCESIT T ICRES 34
S. HAS FRUVH A8 LIL BV THHIN TV S, [*]16 Z DFER, ENEEMED 7
®»ic, EDPB & EDPS i3, EUl A7 — X2 —#F—DERICOFEIN D55 L 5 b % YT
295 2 LIRS 5, Wmikic. EDPB & EDPS X, #A O, Mk, FHis X O
B IXEOEHEHEONRTII R W), REDH 43 FICHEI N THE L Iic, ~ v
AT =27 e ZBEDERST Z LA TE BEMICBIL T, BANATAZTI X TH B
NP ST

4.2 Article 2: Definitions (82 @ ©3%)

38.

39.

The EDPB and the EDPS notethat Article 2 of the Proposal provides relevant definitions
for the understanding of the Regulation as a whole. However, the EDPB and the EDPS
consider that several of them are very broad and open to interpretation, which in turn may
lead to legal uncertainty.

EDPB K U* EDPS i3, 2RO 2 G-l ek o B i B3 2 Rz et 25 2 &
ICEET %, L2rL, EDPB & EDPS (3, 2D 5 b D> Dh 3 IEH ICIRH TR O &
Wiz bZEZTHY, ZORFE. BN RAMEREMEICORH 2 AlREERH 5,

Firstly, Article 2(1)(1) of the Proposal states that the definitions in Regulation (EU)
2016/679shall apply. At the same time, the Proposal introduces new definitions and refers
to specific concepts in other regulations, such as the Data Act. For instance, the Proposal
introduces a definition of ‘data recipient’ although such definition is already provided in
Article 4(9) of the GDPR. Since the Proposal aims to complement certain GDPR
provisions, for the sake of legal certainty, the EDPB and the EDPS recommend explaining
why additional definitions are necessary, or in the most extreme case, by way of exception,
identify those GDPR definitions that do not apply.

T, REoH 25 (D) (D) ik, #HHI (EU) 2016/679 o EEAXEHAT 2dbDL 35,
FRFIC IREIIH L WEEREZEAL., T —2iER EofhoBHloFE DM RIcE R T 2,
flzid, RECTE [7F—20GE] OERPEAINT WP, X DEEIT GDPR
45 (9) KBlicHlEIN T2, RIRFEIL, FED GDPREUEZMi7E T 22 L 2 HI
&3 2720, ENEEND - ® I, EDPB U EDPS (I, :BMDERSLETH 2 B
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40.

41.

BT 22, B ARS A, BIske LT iz GDPR OE&R % FE
Tz LT 5,
Article 2(2) (a) of the Proposal defines ‘personal electronichealth data’ as data concerning
health and genetic data as defined in the GDPR, as well as data referring to determinants
of health, or data processed in relation to the provision of healthcare services, processed
in an electronic form. In this regard, itis worth underlining that Recital 35 GDPR already
includes ‘information collected in the course of the provision of healthcare services’. In
addition Recital 54of the Proposal also refers to ‘determinants having an effect on that
health status’, in particular in the context of the processing of such data concerning health
for reasons of public interest. To ensure as much alignment with the GDPR as possible,
the EDPB and EDPS recommend to amend the definition in Article 2(2)(a) of the
Proposal to simply refer to “data concerning health and genetic data as defined in
Regulation (EU) 2016/679 that are processed in an electronic form”.
REOH 25K (2)(a) T, =V IFrBEF~V27—-%] %, GDPRTEHRI N
TV X EIET — XT3 7 — 2, b CIC@EOPELERCERT 57 —
2. ERRERY - AORMICEHEL TUEINE T -2 TH Y, BT CULE X
NBZHDOLERT S, ZORICEAL T, GDPR ORI 35 ICIXBFIC  [EEEY — v 2D
froBfECINE I NZFER] PEITN TS & 2T A1fifErH 5, Mz T, 7
EOHIC 54 13, Frc gk Lo X 2 FICBST 2 20 X 5 %27 — X DU O IR
CBWT, [ZO@FUREBICEEZ T T REER] b F KT 5, AlRERIR Y GDPR
L OBAVERERT 5720, EDPB & EDPS i, f2EDH 25 (2) (a) DERE, HiC
[ErEXcltE Iz, HH (EU) 2016/679 ICEFR S Nz {@H KR EET — £ 1B
T57—%] kT IHOCBIET L L 2HEET 25,
On the other hand, Article 2(2) (b) of the Proposal defines ‘non-personal electronic health
data’asdata concerning health and genetic data in electronic format that falls outside the
definition of personal data provided in Article 4(1) GDPR. In this regard, the EDPB and
the EDPS once again!” underline that the distinction between categories of personal and
non-personal data is difficult to apply in practice. Indeed, from a combination of non-
personal data it is possible to infer or generate personal data, i.e. data relating to an
identified or identifiable individual, especially when nonpersonal data are the result of the
anonymisation of personal data and even more in the context of processing of health data.
Against this background, the EDPB and the EDPS take note of the risk of reidentification
set out in Recital 64 of the Proposal and recommend to make more explicit that in case of

mixed datasets (whereby personal and non-personal data are “inextricably linked”) the

17 EDPB-EDPS Joint Opinion on the DGAAct, para.58.
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42.

protections of the GDPR and the Proposal concerning personal electronic health data
shall be applicable.

—J5. #BEF 2% 2 (b) ik, 2y A=V IFrEBTF~LZRF—2] %, GDPRH
4% () IcHEINTA—=Y FAT =2 DEL» BINT-, ET B O - BT —
2T 2T 2 EET D, TORICEL, EDPB KU EDPS iZ, ~X—V F LT — X
)Y R=YFNT=2DHT3) —DO Kl REFICHEH T2 2L 3REETHL &
QO TS %, [*]17 EBE 7 v =V FAT =2 OB HEDEL L, N—=Y F v
T, Thbb, FOEINAMBANE 22 Z5A AT Re 2 M N CBhE 3 2 7 — & 20 & 7-
FEKT 2 EBAHRTHY, KT VA=V F AT =23 =Y F T — X DELAL
DIERTHY . IHITEAVAT = ZOUEL S ARIC B THARETH 2, T D X
5 72584 5. EDPB & EDPS i1, BEORIE 64 HICRI N T3 HHEMD Y % 2
CHEL, BAT -2ty b (XN=VFAT—=RL ) v A=Y FNT =2 [RE~
thl TH2) OEAICIE, N— Y FABEF~AVRT —XICHT 5 GDPR L RE O RE
PEH I L L VMREICT 2 XSS T %,

Articles2(2)(d) and 2(2) (e) of the Proposal define the ‘primary use of electronic health
data’ and the ‘secondary use of electronic health data’ respectively. The EDPB and the
EDPS consider that these definitions may give rise to legal uncertainty and inconsistency
with the GDPR, in particular with regard to the definition of secondary use of electronic
health data. In particular, the second part of Article 2(2) (e) of the Proposal states that
“[t]he data used may include personal electronic data initially collected in the context of
primary use, but also electronic data collected for the purpose of secondary use.” The
EDPB and the EDPS consider that, as the concept of ‘secondary use of personal data’
does not appear in the GDPR, the second part of the definition of ‘secondary use of
electronic health data’ deviates from the GDPR concept of ‘further processing of personal
data’. In fact, the latter is to be understood in relation to the purpose for which a particular
controller originally collected the data, irrespective of their qualitative aspects. As a result,
the EDPB and the EDPS recommend to correct such definitions in the light of the GDPR,
and in particular to clarify the link between the definition of secondary use of electronic
health data within the meaning of the Proposal and the concept of ‘further use of personal
data’ within the meaning of the GDPR, especially takinginto account the special regime
already afforded by the GDPR to scientific research.

REDHE 25 (2)(d) &H25 (2)(e) . 2020 [EF~VAT— 20— H ]
& [EF~VAT =20 KA %#EFKT %, EDPB & EDPS I3, ZH b DIREHE,
FRCEF~ VAT =20 XA OERICBL T, EATEEMEE GDPR L O REA
I BRI RS H 2 L FE X T2, Fric, REFE 2% (2) (o) OF 2#IE, [H
MEnz7—xicit, ZPNE—XMHAOURCTINE I N =Y FALETFT -2 238 %
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43.

44.

N2 e0b 50, ZXFHOBHWTINEIN BT 205N 083H5 | &
iB~_Tw3, EDPB & EDPS ¥, [X=VFrT7—20XAH| o&iE GDPR
TR T AEWZED, BT~V 27— 20 KFIH] OEROHBE: (5 23) (3.
[(N=YFNT—=2DI L 2] L5 GDPROWEE2HMEMT 2 L EZ T2,
FEEE, BE I FEOEHEN LD LT — 2% NEL BN L OBECHE I 5 X
ECTHY, ZOHEM ML TEBERCTH 5, ZORES, EDPB KU EDPS I3, Z o X
7 EF% GDPR ICHO LTBIET 22 &, K, REOERICBITL2ETF~VRAT
— 2D RAMDEF L., GDPR OEKICE T2 [ A=Y FLTF—XDHR ZFH]
DG L OBSEN 2 IfEIC T 5 2 &, R, GDPR ABEICRATIRICH L CTH A TWw 5
Rl HlE2ER T 2 2 L 2@BEid %,
Article 2(2) (f) of the Proposal defines ‘interoperability’ as the “ability of organisations as
well as software applications or devices from the same manufacturer or different
manufacturers to interact towards mutually beneficial goals, involving the exchange of
information and knowledge without changing the content of the data between these
organisations, software applications or devices, through the processes they support”. In
this regard, the EDPB and the EDPS consider that such definition may need additional
clarification as to its interplay with already already-existing definitions of interoperability
in other legislation such as the DGA and the eIDAS Regulation.
REE 25 (2) () <id, THB. BIORALA—D—F 2R ELRZA-H—DY 7 }
VT T TV —=vavEET oA A0, HAEICERRAHE AT CHAEFRT %
e, Chooflilh, Y7 02T - TV =Y av i3 TN AEOT -2 O
BREEABRRETIC, ZNOBYR—+ T3 702 %20 L UEREAHOREZED | %
MAEREL EFT 5, ZORICBIL T, EDPB & EDPS 2, 2D X 5 % E# i, DGA
< eIDAS B 72 & D DIERIC B 1 B HAEM OB DER & DM AMERICBI L T,
BMOATE A LETH 20 LEWEHEZ TV,
Article 2(2)(y) of the Proposal defines a ‘data holder’ as “any natural or legal person,
which is an entity or a body in the health or care sector, or performing research in relation
to these sectors, as well as Union institutions, bodies, offices and agencies who has the
right or obligation, in accordance with this Regulation, applicable Union law or national
legislation implementing Union law, or in the case of nonpersonal data, through control
of the technical design of a product and related services, the ability to make available,
including to register, provide, restrict access or exchange certain data.” As already
underlined above in paragraph29, this is a central definition, which however is so broad
that does not allow to clearly identify who would qualify as data holder and to understand
what the interplay is with the definition of data holder provided in the Data Act and the

DGA. If this provision does not clearly define who falls under this definition, then it may
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45.

lead to legal uncertainty as to who has the obligation to make data available for secondary
use under Articles33(1) and 44 of the Proposal, which in turn, might undermine the rights
to privacy and data protection of data subjects. Moreover, the definition is inconsistent
with Article 3(8) of the Proposal, which also refers to the social security sector, currently
not encompassed by the same definition provided by Article 2(2) (y) of the Proposal. The
EDPB and the EDPS are thus of the view that, for the sake of legal certainty, it is
important to clarify such concept.

AREOHE 25 (2) (y) Tl [F—2/AH L3 AR BHE N2 EAEE 7213
HWAMEEFEMT 2EMNERICE ST, 2k v o=V FArT— 20851, Bis X
UBEY — v 2 OHEAlERET O EB 2B U T, FED T — X 0FdR, it 77 2 X o
BRE xR EORHRERRBICT 2 2 3T & MM T 2 3 BB o, #FEE
2T T W OMEE L IZEETH 2 ERANELIREAN FR IS DNBFICBEE L
THFFE 21T 5 &, EAKE, Hik, 74 R X OB ) LEHKT 2, fibo 29HT
FTTIRHFAINT VL LI IC, TRIEFPLNLRERTH L2, HEVICHAHTH 5 7
O, HRT -2 REBICHU T2 2AMEICRET 2L HBTET, 7—2EB LT
DGA CHEINT W25 7 -2 RAEEDER L OMANEMBFITH 2 2 HfiET 2 C &
BTER, TOBUES, ALY T 502 MEICERL T nEE  REDOH 33 5
(1) KU 44 SRICHED K T =20 XM FTRL DR 232 8 5 D5 & v 5 ERTA
EEEICORAEY, DWTET =2 ERDT T4 N —=RUIT — 2 {REOHEF Z IR S
BEINEDHZ, oI, ZOERIF. FUAHLRESFLZEIREE 3L @) Lk
FELTHY, BUE, REFH 25 2) @) KCHEINEZFALERCEINL T RN, L
72285 T, EDPB & EDPS &, IR MO0 I1c, 20 X5 A& rHiEIcT 3 2 &
DPEHETHL LDORMERT 5,

Article 2(2) (z) of the Proposal defines the ‘datauser’ as “a natural or legal person who
has lawful access to personal or non-personal electronic health data for secondary use”. In
this regard, the EDPB and the EDPS consider that its relationship with the definition of
‘data recipient’ under Article 2(2) (k) of the Proposal, as well as the definition of ‘recipient’
in the GDPR s unclear. Such lack of clarity also applies to the interplay of this definition
with the notion of ‘data user’ in the DGA. In addition, the EDPB and the EDPS refer to
the recommendation made in paragraph37of this Opinion on the inclusion of EUIs in this
definition. Finally, the EDPS and the EDPB believe that rather than stating that a legal
person has lawful access to personal electronic health data it would be more appropriate
referring to whether and under which conditions this access can be performed or not.
REOHE 25 (2) () &, [F—2FHE] % [ZXFHO7=DIfANEIL v
N=V FNVEF~NNVAT = RICAENCT 72 ATE ZHRANE ZIRIEAN] LEERT
%, CORUCBIL. EDPB XU EDPS I3, #2558 2% (2) (0 o [F—2W{E#H] o
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EFRNU GDPR @ [THUSE] oERL ORFRSAHECTSH 2 LFEZL 2, TDXH 7%
i X ORANZ, COEFE DGAICE T2 [F—2FHE] O& & OMEIERIC
bYTIFES, X 5Ic, EDPB KU EDPS 13, COERICEUl 2403 2 L IcT 3
AKERFOHEITH TR INEEEZSRT 5, &%, EDPS & EDPB &, E A ¥
—VFNET~ANAT = RICHENCT 72 ATELERRZIDD, 2DT 7 & AP
FITTE2HLEI D, EDXI BEMFDOTTEITTE LI 2ICERT L0 EYcH % &
EzTw3,

5 PRIMARY USE OF ELECTRONIC HEALTH DATA (CHAPTERII) (BF~L AT —

ZOERMA (B-F))

46.

47.

The EDPB and the EDPS note that, with regards to the primary use of electronic health
data, as provided in the Proposal, a balance has to be achieved between the facilitation of
availability of electronic records, both at national, EU or international level, and the
impact on the individuals’ rights and freedoms in general as well as GDPR rights. The
EDPB and the EDPS consider that, in order to achieve this goal, the following aspects of
the Proposal should be taken into account by the colegislator.

EDPB & EDPS i3, 2 EICHEINT W2 L) Ic, BF~VRAT — 2O ERHMAICE L
<. B, EU, £72EERL~VvCcoEFilskOM M ertofEL . [MADHERN & H
M4t ds & O GDPR OHEMN~DOFE L DT 7 v AL BT bR L
i 5, EDPB & EDPS 13, COHEZERT 2720 1c, LFERERHIEH IC X > THRE
DLLTOMABEERINDERETHELEZTWD,

To begin with, the EDPB and the EDPS note that Article3 of the Proposal refers to rights
of natural persons in relation to primary use of their personal electronic health data'®. The
EDPB and the EDPS hold major concerns regarding the interplay of such newly
introduced rights with the ones provided in Articles15-22 GDPR. In particular, the EDPB
and the EDPS are concerned regarding the overlap of the rights envisaged in the Proposal
with the ones provided for in the GDPR and the risk of legal uncertainty that this may
bring vis-a-vis the data subjects. Therefore, the EDPB and the EDPS, for the sake of legal

18 For instance as for the new data subject’s right to restrict access of health professionals to

all or part of their electronic health data established by Article 3(9) of the Proposal, it is not

clear if the rules and specific safeguards to be established by Member States law according

to the same provisions shall respect the rules provided for by Article 18(2) e (3)of the

GDPR concerning the right to restriction of data processing.
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certainty, urge the co-legislature to clarify the relationship between these rights and to
ensure they do not(directly orindirectly) limit the scope of individuals’ rights under EU
data protection legislation.

%9, EDPB & EDPS 13, fREDH 3 £ 5—V FAE T~V AT —2D—KFHIC
B2 HARANDHEFNICE R T 2 Z LICHET %5, EDPB & EDPS I3, 20 X9 A ic
WA I NMER & GDPR 5 15 44> O 55 22 ZICBUE S 7= Mef & oAHEFRICBI L <
K& &% id\ T 3 551 . EDPB & EDPS (3 2% CHE & T 2 #Ef & GDPR
THEIN TV AR 0EHL, TR T — X EFRICHLTH o T0d Lt wik
WATEEED ) 2 7 2 &3 %, [*]18 L7435 C, EDPB & EDPS (%, #%EifEFENE
Dz, TNH OHEFOBEFEEZHEIC L, EU O 7 — X Ri#EE O Tl A HEF] o i
Pz (EEERY 72 1 ZREERIC) HIR L 2w 2 & 2 REES % X 5 HFREAHIES ic Ko
%,

48. Article 3of the Proposal introduces the right of immediate access and the right to give
access or request the transmission of data to recipients of their choice, as well as the right
to restrict access of health professionals to all or part of their electronic health data and to
obtain information on the healthcare providers and health professionals that have
accessed their electronic health data in the context of healthcare. As stated in Recital 1 of
the Proposal, “[t]heaim of this Regulation is to establish the European Health Data Space
(‘EHDS’) in order to improve access to and control by natural persons over their personal
electronic health data in the context of healthcare (primary use of electronic health data)
[---]”. Recital 6 of the Proposal explains that the EHDS builds upon the GDPR rights of
the data subjects and further develops them while supporting a coherent application of
those rights as applied to electronic health data.
REOHE3IHKIT, AT 7 e AL GERL ZMEEICT —2~DT 72X % 52729
EEZERLZZD T 2EMEZBAT 2L L bIc, BREFEFEDOET~VAT — X 0L
T3 —H~DT 7 R AZFIRL ., EEL OBECET~V AT - 2T 7R L 72IE
FIRMEHE B X OEFRIEHEE ICBT 2 M2 UG 2 M 2B AT 2, RO 1 T
*ohTwp X, [AHAMOHWIE, ER (EF~Av 27 —20—XHM) [...] ©
XRICHBNT, X= Y FAEF~NVAT =R T 2HANCL 2T 72X LEHEZ K
Tt B0, BIN~VRT =2 Z2~=—2 (‘EHDS') % d+22¢Ths] , BE
DRHIL 6 Tix. EHDS 137 — % 40D GDPR DIk I T T L, B~ X
T—RIEAINE ZNL OO —H L ZEHAZ R L ARO, Zhbz2 I 6 ICHKE
THB LTI TS,

49. Within this context, the EDPB and the EDPS underline that, at the moment of drafting
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of this Opinion, no data protection impact assessment!® has been conducted on the
Proposal. As a result, an assessment on how the envisaged changes may the data subject’s
rights and freedoms as well as the accompanying risk have not taken place.
ZDOXMRICHEH T, EDPB KU EDPS i3, AEREDEREDOK K TIE, AERICH T
7 — A RGEERHE X fTT O w o e eE# T 5, [*]19 zofR HEINGE
BT — X EROEM R CABIETICZ ICHES )V R 7100w TED L) IfTbh 3
DT OV TOFHIE I T DT,

Furthermore, the EDPB and the EDPS welcome that fact that the Proposal makes
reference to GDPR rights (e.g. the right of access free of charge, and the right to obtain
a copy of the data)?. However, the EDPB and the EDPS note that the description of the
rights as provided in the Proposal is not consistent with the one of the GDPR. As
mentioned above, this may lead to legal uncertainty vis-a-vis the data subjects who may
not be able to distinguish between the two types of rights. To this purpose, and in order
to avoid complexities of practical implementation, the EDPB and the EDPS urge the
colegislator to ensure legal clarity on the interplay between the data subject’s rights
introduced by the Proposal and the general provisions contained in the GDPR on data
subject’s rights.

& 5ic, EDPB & EDPS 1%, £%72° GDPR o#EH| (21, FERITT 7 25 2 HEF
R, T E2DA—FAFTIHNLRETH L, JICERT DL LV IEELFDT 2,
[*]20 L#A>L7%235, EDPB KU EDPS (%, #REICHE X WA D2 GDPR @
L =L TnAaWnZ LICET 2, Bido Xk yic, 2ol &, 2HEEOHERMN % X
MTEROGAREEDH 2 T — X FHRICH LT BN B AHEREEEZ D 720 TAlReERH 5
COHMD DT, £/, FPENREMOEHM S % Bl 2 7291, EDPB KWW EDPS
I, HEFEESFEZT IS L, ARZIC X > THAINZT — X EEROEME, 7 — 2 F
ROEMICEE 3 2 GDPR Ic& N2 —MHUE & DRIOHE AR IC O WT, ERBHHE M

19 The Proposal is for this matter accompanied by a Commission Staff Working Document
Impact Assessment Report (doc. 8751/22 ADD 3, of 6 May 2022), which only has a

general overview of three policy options on the impact on fundamental rights. This does not

constitute a DPIA in the meaning of GDPR, what would be indispensable to have a

thorough analysis of the risk assessment that a processing of special categories of data in a

very large scale would entail and provide for the necessary mitigating measures and

safeguards.

20 See, for example,Articles15 (1) and (3) GDPR, in what regards the existence of the right

of access and the right to obtain a copy of the data, and Article 12(5) GDPR that provides

for the rights be exercised free of charge.

32



51.

52.

53.

RS2 L 9K 5,

This is even more relevant to ensure that data subjects with limited ability to access and
use digital services are not forced to rely on third parties to exercise their fundamental
rights and, consequently, are not obliged to expose their privacy and personal data to other
natural persons to be able to request access to their data, as per Article 3(5)(b)of the
Proposal.

N, TYENF—ERA~DT 7 X EHHDRENBIRO T2 7 — 2 Effn, K
RIHEF TS 2 20 I E=F i3 C L 2t g, 2 ofR, I_REOH 3 5
(5) (b) IKfEoT. TTANY =L N=YF AT =2 EMOARANCAFHLTT — &~
DT 7R ARERT 2EF B2 DRV L 2RGET 57201, 3 o ICBEME &,
The EDPB and the EDPS note that the representation of a data subject when exercising
their data protection rights must meet certain requirements of legal certainty. The
concept of authorisation introduced by Article 3(5) of the Proposal about general proxy
services of access might not be sufficient to ensure that the data subjects was not coerced
in any way to provide access to their data on their behalf toother natural persons of their
choice?'.

EDPB & EDPS i, 7 — 2 (R DOHERN 21T 2 PRD 7 — 2 EAR O RIL, R F 1%
D—EDEM &z T T NE e b~ Tnd, KEEDH 3% (5) ickoT
BAINT 72 A0 aREY - RICBET 28 ToM&IE, 7—2FEHE2H S
EIRL 72O HANCR D> CT =2 ~DT7 7 v 2% T2 2 0whkd FET
bl I LR RHET 20t Tcikaweed Ly, [*]21

Furthermore, the EDPB and the EDPS highlight that such broad concept of authorisation
without any safeguards opens the door toa possible abusive use of the right of access to
electronic health data. Indeed, the requirement for are presentative to be a natural person
only does not necessarily prevent the access to the data by private companies. Therefore,
in order to prevent such possible abuse, the EDPB and the EDPS recommend to establish
additional safeguards accompanying such authorisation mechanism.

& bic, EDPB & EDPS I3, 2272 2 RREHEEDS 70\ 2 D X 9 RJRHE 2T O BEE
B, BFNNAT—Z~DT 72 AMED B OATREE~DREZFAC & & 2T 5, *
B, BANTH 2 L 2fdmnd 28T, BT LORBMBEICLEZT—2~DT 27 € R
ZWF2HDTIE ARG, LizpioT, 2O XS EMHOAREMLZC7zoic, EDPB ¢&

2l Tt should be taken into account that in some Member States this could only be done

legally via notary, regardless of whether the person gaining access is a legal guardian or not.

It is important to recall that the reason for the intervention of a notary has to do with the

need to ensure a freely given indication of data subjects’ wishes.
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56.

EDPS i3, 2D X9 %8RI A 71 = X LT ATRES 2 BN O PRIETEE 2 735 2 & 2 HE3E
ERR

With regards to the right to rectification provided in Article 3(7)of the Proposal, the
EDPB and the EDPS note that it is not clear from the Proposal who will be responsible
for ensuring the rectification of the data. This is problematic, taking into account that
within this context there are multiple sources and recipients of personal data, at national
level, but also at EU and even at international level. The EPDB and the EDPS highlight
that, according to the GDPR, such obligation falls upon the data controller. However,
since, in this context, there are several controllers contributing with electronic health data
to be made available, the EDPB and the EDPS call the co-legislators to clarify in the
Proposal how compliance with the right to rectification will be ensured in practice.
EDPB X N EDPS it, AREDH 35 (7) WHEIN TV 3ETIEOHEMICBIL T, 7
— 2 DFIIEZMHEICT 2HEZ A S BEPRREL S THR VW LICHEST 2, Thit,
ZOXMRDOH T, ENL_AEF TR, EUR I HICEREL R LVThH, D —
VINT =20 —RAEWBEPFET 22 2FET L L, ML H 5, EPDB &
EDPS i3, GDPRICEIF, 2D &5 AEH R T -2 HHEICHLEON T D 2 L 2
52, LarLadrs, ZoXRcik, MWL &3 EFERT — X ICHEEKT 2 & H
HOPMEEAFES 5 72, EDPB & EDPS (3 FEERHIEF 10 LT, BIES 2 HE ] D i
SHRERICED X ) ICHEREI N D 22 REOTTHOL2ICT 2 XKD 5,

The EDPB and the EDPS note that Article 3(8) of the Proposal provides that natural
persons shall have the right to give access to or request a data holder from the health or
social security sector to transmit their electronic health data to a data recipient of their
choice from the health or social security sector, immediately, free of charge and without
hindrance form the data holder or from manufacturers of the systems used by that holder.
In this regard, the EDPB and the EDPS underline that the data recipient needs to be
properly identified by the system, including demonstrating that the entity receiving the
data belongs to the health or social security sectors.

EDPB & EDPS i3, fEDH 3% 8) 25, HAANZ, 7T 2REEL LB X OREHE
BEHT 2 v A7 LOBRGEEE D O | R 72 13 REST 2 H3FIRN L 72 7 — & HlfS
HICHL T, EF~V AT =2 %, BHbic, BT, #iFELR, 7T 2REHE L1
DIREZ IR T2 L 2Rl L2 3B KT 2 2 AT 2L HET 2L ICHES
%5, ZORICBIL T, EDPB & EDPS (3, 7 — 2 {GHE D> 2T LT X o CTHEY] i 5
INDZRERDH L LWL THY ., TNITIET — ZHUSE 2RI F 72 130k 2 O R
MicEd 2 ZitT 22 b EEND,

Moreover, the EDPB and the EDPS consider that, in line with the self-determination of

the data subject, when deciding to which data recipient his/her electronic health data will
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58.

be made available in accordance with Article 3(8) of the Proposal, the latter should ensure
that the data subject could also decide which data is to be transmitted, in the same line as
what the Proposal envisages in Article 3(9) of the Proposal. In particular, the EPDB and
the EDPS highlight that the Proposal should provide for the possibility that only necessary
data for the purpose at stake are transmitted, by requiring the adoption of technical
measures of privacy by design, in order to comply with the principle of data minimisation.
¥ bic, EDPB RUTEDPS i3, 7— X EEOHCRE I > T, REHB IS (8) ift
STEHF~NNVAT—2ZFHARICT 27— 2IEEZRET DRI, BEIX, IREH
35 (9) CREVPEETZ2DOLFEILCAGHT. EDT -2 %XET 22T —2FEKD R
ETEBLLICTRETH 2 LH 25, Fic, EPDB & EDPS i, 7— & /ML o JFHI
ICHED 72T, T T ANy — DEANIIRE ZXGHC X > TIRIIT 2 2 L 2 8RT 5 2 &
CEoT. MDD 2 BID 72D ICEE TR T — X D A DIEE X N5 vRetE & fe R A e fit
TRETHE I LT 5,

Lastly, the EDPB and the EDPS note that, while Article 3(8) of the Proposal introduces
a new right of the data subject to transmit their electronic health data to a data recipient
of choice, it does not establish a corresponding explicit obligation for the data holder to
do so. Since Article 9(1) GDPR, in principle, does not allow for the processing of personal
data concerning health, as well as genetic data, unless one of the exemptions of Article
9(2) GDPRapplies, the EDPB and the EPDS recommend the colegislator to align Article
3(8) of the Proposal with Articles 6 GDPRand9(2) GDPR aswell as to clarify the interplay
of this provision with the possible further conditions, including limitations, with regard to
the processing of health or genetic data that Member States may have maintained or
introduced under Article 9(4) GDPR.

f{%iC, EDPB & EDPS i3, 2RO 3% (8) 3. MT~NAT -2 &R L 27 —
SHIGEIGEE T 27 — X EEROH L WIEMZE AT 225, ZRICHIGs 37— 2 A
FOPPRM L RH 2 ED TR LICHET 5, 8 95 (1) GDPR (&, J5Hl & LT,
HERICBE S 2 =Y FAT =2 B X CBEIET -2 U 2D T avzd, B 9 5
(2) GDPR D3RS D 1 0258 & /xR Y . EDPB 5 X OYEPDS 1%, 3[4 il
EHICH L, 895 (4) GDPR ICESWTINMBEAHERF £ 2 8 A L LA 0 » 2
R E 72 1 BIE T — 2 OMBICBA L T, AEEDH 3 5 (8) &% 6 5 GDPR %5 9 &
(2)GDPR b #f I 22 e bic, ZOBUELHIREEL I bR 25 OMHAFH %
HHfEIC T 2 X S 83 %,

The EDPB and the EDPS welcome the provision of Article 3(10) of the Proposal, as this
guarantees that the data subjects have effective control over their personal data, enabling
them to identify potential unlawful access to their health data. Nevertheless, the EDPB

and the EDPS consider that it is not clear whether the right to obtain information is by
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60.

means of an automatic notification procedure whenever there is access to the data, or only
possible upon request. The EDPB and the EDPS consider that the first option is the most
adequate solution to empower the data subject. Therefore, the EDPB and the EDPS
recommend that this is something that should be taken into account the co-legislators and
thus be clarified accordingly.

EDPB & EDPS if, 7 — X EERDBAN—=V FAT = ZZBICER L, ~V AT — X~
DEFIER B ARIET 7 v A FETE 2 Z L 2 RRET 2 b D & LT, REDH 3 & (10)
DEEXR BT 2, ZNICh 2»Hb 5T EDPB & EDPS (. 158 % WS 3 2 #5253

T—R~DT 72 A0 D 553 ICHEBMTIEC X > TiTbi 2 0p, HRBH -

GBI DRAHETH 2 D2 X IAMETIX RV EF X T\ %, EDPB & EDPS i3, &) ®

BRI T — 2 FHRICHERZ 52 2 720 O b WY LK TH 2 L EA TS, LTz

23> T, EDPB & EDPS 1%, W IZHRIESHIES & ZRIC AL, X i U T I

TREZLTHDLENET B,

With respect to Article 4(1) of the Proposal, the EDPB and the EPDS note that health
professionals shall a) have access to electronic health data of natural persons under their
treatment, irrespective of the Member State of affiliation and the Member States of
treatment and b) ensure that the personal electronic health data of the natural persons
treated are updated with information related to the health services provided. In this regard,
since the EDPB and the EDPS note that access to personal electronic health data may
have been already addressed and regulated at national level, recommend that the co-
legislators clarify the relationship between this provision and the national laws which
already regulate this matter.

REDH 45 (1) 1cBIL <, EDPB & EPDS i&, FEEREMSKIE, o) Fil@InME & i5i%
IEAEICBER R LR EZ T T2 ARADET~AVAT —ZILT 72 ATE D) A
BEZFTOEHARAD A=Y FALET~VAT — 2P, Rt 7Y — v 2B
I ZIEMCHEMIND Z LR RFAEL AT NIE RO RV LICHET 2, ZoscBL

T, EDPB & EDPS i3, X=V FAE T ~ARAT =2 ~DT 72 A F T TICEHR L ~ v
TR E . Bl Cw AR S 5 LIRS 2720, CoRHEL ZoM#EE $ T
CHIH S 2 ENE & OBIR 2 BHEIC T 5 X 5 HFEREAGIEF ic#E T 5.

First, concerning Article 4(1) of the Proposal, the EDPB and the EDPS highlight that
Article 9(1) GDPR, in principle, does not allow for the processing of personal data
concerning health as well as genetic data, unless one of the exemptions of Article 9(2)
GDPR apply. Therefore, the EDPB and the EPDS recommend that Article 4(1) of the
Proposal be aligned with Article 9 (2) (h) GDPR.

TI. REFE 45 1HICBEL <, EDPB KU EDPS i, GDPR % 9 2% 2 IH @ it Ff R4+
DWIFNLEH I N WERY . GDPR % 9 5 1 HIZJFEA & U CEFICBET 29—V
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FNAT =2 R PELRT -2 DN AED RN & 2T 5, L7z28> T, EDPB kU
EPDS i3, 2E0% 4% (1) # GDPRH¥ 9% (2) (h) L ¥AI €2 L2BIET 2,
Second, the EDPB and the EDPS consider that this provision is notin line with the GDPR
principles of data minimization and purpose limitation, since access is not granted only
when necessary and on a need-to-know basis. Therefore, and in order to provide adequate
safeguards to the data subjects, the EDPB and the EDPS recommend to introduce that
this access shall take place on a need-to-know basis only.

# 12, EDPB & EDPS I3, 7 7 ® AR LB RGEICO L, ML BEDD D5HI1CD A
FalE i wizo, ZoBEIR GDPR @7 — X avME & HIHIR QRN - T v 7x
WEEZTWD, LEDBoT, 72 ERICEY 2T E 2RI 5 720i1c, EDPB
L EDPS I3, 2DT 7 v ADBREEMOBICESTHTONE 2 L2 HBATE L %
fE5Es 3,

Third, the EDPB and the EDPS highlight that the concept of “health professional”
encompasses a great variety of professions of distinct nature and requiring different kinds
of involvement, decision-making and responsibilities (e.g. doctors, nurses, lab and
imagery technicians, nutritionists, physiotherapists, psychologists, pharmaceutics).
Therefore, the EDPB and the EDPS recommend that not all health data be made available
to all health professionals in discriminately but only to those for which access is deemed
necessary in order to perform a specific task. Against this background, the EDPB and the
EDPS highlight the importance of the necessity and proportionality principles in this
context. The EDPB and the EDPS note that, according to Article 4(2) of the Proposal,
the Member States shall, in line with the principle of data minimisation, establish rules
providing for categories of personal electronic health data required by different health
professions. The EDPB and the EDPS note that the Proposal shall explicitly allocate this
responsibility to the Member States, by making it mandatory. To this purpose, the EDPB
and the EDPS recommend to replace the word “may” with “shall” so that it is ensured that

such rules will be determined by the Member States.

F=Ic, EDPB & EDPS i3, (flz X, KA, FHIHEAN, EARRERAN, HREA, R
b HEERRE L OB, ) oEEA, R E 2L, B0, B

RE, BE20HL T2FFE CHREMELZUET 22 2T 5, Lo T,

EDPB & EDPS i3, T R_RTCDO~NARAT =X % T XTOEBHMESXA L CHATZ
2X51CFT 20 CTREKVFFEDRARA ZRITTHOICT 7 vABRBELEZLND
EEEMROAPFHTE X535 L 2HRT 2, 2ok AhER2»5. EDPB
& EDPS X, 2 ORI 31 2 22tk & tepl A o 8 % 50FH 3 2, EDPB & EDPS
. REDOHE 4 5 (2) i ki, MBEERER T — 2 &ML IRANCHE > T, Bix % K
BHARBNIEL TE3—V FAEBLF~NVAT—ZD AT 3 ) — ZHET 5 HA % HlE
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65.

T5b0LF 5 LICHET 5, EDPB & EDPS 13, RER C 0B AEBILT 2 2 &
LXK o TOMBEENICIRIICH YV Y T2 0L T2 LICHET S, COHWD D IC,
EDPB & EDPS (&, 2D & 5 BRI MBEIC X > TREI NS Z L 2 MERICT S 7=
Wi,  [may] % Ishall] ICEEHZ D E%2HRET 2,

The EDPB and the EDPS note that Article 4(3)of the Proposal states that access to at
least the priority categories of electronic data referred to in Article 5of the Proposal is
made available to health professionals, without determining if all priority categories are
accessed by all health professionals. As indicated above, the EDPB and the EDPS consider
that access should only be granted having regard to what is necessary for the purpose of
the healthcare treatment. The EDPB and the EDPS consider that the relationship
amongArticles4(2) and 4(3) of the Proposal should be further clarified in the Proposal.
EDPB & EDPS i3, f2E0H 45 (3) 25 REOHESHKTERINTVIETT — X
DY EBBIAT T —~DT 7R RE, TRCOELEA T Y —HF RCTOEE
HMARIC Lo TCT 7R RAIND N E I DRIIRET 52 & EREMRPFIH T 5
LI F 2 LlBRT 0B LICHET S, Lido X 5ic, EDPB & EDPS i1, E# O H
MWODICLER L DBEERLCTT 7 2 AZFATRETHD LHEZ T D,
EDPB X U EDPS i3, 2% 4 (2) k14 (3) OBfRZREICH»THICHIEIC T~ 2T
HbEEZD,

Article 4(4)of the Proposal provides for the possibility to derogate from the restrictions
of access selected by the data subject, foreseen in Article 3(9) of the Proposal, in case the
access is necessary to protect the vital interest of the data subject or of another natural
person. In this regard, the EDPB and the EDPS recommend the co-legislators to specify
that the right of natural persons to obtain information on the access to their electronic
health data by health professionals provided for in Article 3(10) include the accesses to
the restricted information foreseen in Article 3(9) of the Proposal.

REHE 4% (4) k. 72 EERIMOBANOER GG ZRET 5720107 7+
ADVRBERGAEICE BEFE 3L (9 TTRINTVWE, T— X EERMNBERLZT 2
£ A OflR 2T 5 AR 2 BUET 5, 2 oRUCBIL, EDPB KU EDPS (3, % 3 &%
(10) ITHUE S NABEREHMIRICL BT ~AVAT— 2 ~DT 7 & 2 BT 216 W% W
532 HAANOHEMIZIE, REDH 355 (9) K TPRINIHIRIWIHR~DT 7 %
AEEGL T LT B LS LERERHIES ICBIET 2,

Article 7 of the Proposal requires Member States to ensure that health professionals
“systematically” register the relevant health data concerning the health services provided
by them to natural persons, in the electronic format in an EHR system. The EDPB and
the EDPS are concerned about the reference to such systematic registration since it seems

not to be in line with the GDPR principle of data minimisation. Therefore, the EDPB and
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the EDPS suggest amending the text of the Proposal by deleting the term ‘systematically’
in order to align the provision with the principle of data minimisation.
e D 7 53, IBAENCR U, BEEREMR A BRI S 2 R — e R IicBi§ 3
BlidES 2~V 27 =% %, EHR v 27 o0& FIEAT [HERIIC] FT 5 L 2R
AE3 % Z & kEKk$ %, EDPB & EDPS (¥, GDPR @7 — 2 5/MELoJFANICH - T
BB OND D, TOXD RARNER~DEREBET S, L7z2->T, EDPB
& EDPS i3, CoMEZEZT —2R/NMLOFEM e BEAEIE 50, THRAMWIEC
(systematically) | &\ 95 HEEZHIRT 2 2 ik o C, REDALZBIET S Z & %
RET 5,
The EDPB and the EDPS welcome the provisions on electronic identity management
contained in Article 9 of the Proposal since they consider that the secure identification
and authentication of for natural persons and health professionals using electronic
healthcare services or accessing personal health data is one of the core elements to protect
the rights of the concerned data subjects. In this regard, the EDPB and the EDPS
underline that it may be necessary to envisage different identification and authentication
mechanism for health professionals depending whether their accesses are performed as
professionals or in a private capacity.
EDPB & EDPS i3, TRV — 2 Z2HMAL 720 IADO~VRTF—2ICT 7 2 X L
7203 5 HARANPCEREMR D 72 0 O L4753 & 8GR, Btk 2 7 — X FAR D MR
ZRETL-DOHENERD DO THELEA TN, REDFIFICEITND
BT ID EHICT 2 BUER BT 5, ZomIcBIL <. EDPB & EDPS iE, BEHEHM
RDOT 72 ZAHPEMR L LTiron s 2. RBIOE TIN5 2 IC X > T, EHEHM
KOO DR ZHHNEFIDOA N =X L HET DMEND E0b Lk Lz
AT 5,
As for the establishment of the Digital Health Authority, provided for in Article 10 of the
Proposal, the EDPB and the EDPS are concerned by the fact that some of their tasks may
overlap with those of the data protection supervisory authorities pursuant to the GDPR,
especially regarding the data subject’s rights and the security of the data processing. For
the sake of legal certainty and to improve the readability of the legal text, the EDPB and
the EDPS suggest to move the provision of Article 3(11)of the Proposal, last sentence, to
Article 100f the Proposal.
REEI0LICHEIN TV LTV XA~ 2B D71 B L TIZ.EDPB Jx WEDPS
. FRHCT — 2 BROHER R O 7 — 2 I D R IcBI L <. 2 DfEF o &2 GDPR
ICHD K T — X REEERBE O L BEE ST 2l H 5 2 L 2 RaT 2, IERVTESRE
P& B FE & A X4 % 7201, EDPB & EDPS I3, #2535 (11) o®Rko
XOMTEZRES 10 RIS T L 2RET 2,
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In relation to Article 11 of the Proposal, which establishes the right for natural and legal
persons to lodge a complaint to the digital health authority, the EDPB and the EDPS
consider that merely providing information on the existence of a complaint to data
protection authorities is not sufficient to enable them to assess and investigate and assess
any aspects of the complaint related to data protection. Therefore, the EDPB and the
EDPS recommend to clarify that, if the complaint has somehow relation with data
protection, even if the subject matter is related to the new rights of natural persons
introduced by Article 3 of the Proposal, the digital health authority shall send a copy of
the complaint to the relevant data protection supervisory authority.
BRAKEADRT Y 2~V 2 Y {2 W LI C oMM 2 ED 7R B0 11 %
(B L <, EDPB KU EDPS i, HICHH OIF(EICBIY 2 i E 7 — & (R Y Jj i< B2
52720 Cld, 7— X REICBES 2 5160 H o W 2 il % 37, 8% Ol 3
TEERARICT I AT AVEEX D, Lzdt> T, EDPB KU EDPS i, 1
DTS D DIETT — X ARFE L BRI H 25511, Z D TFEPREF 3 RICL > TEA
IN-BANOH - HEFICBIEST 256 THoTH, TV XAREYF[HIEIEHOE L
ZBAET 2 7 — X REREMBICAM T2 L 2 EICT 3 X O BIET 5,

More generally, the EDPB and the EDPS suggest introducing a mandatory consultation
of and a duty of cooperation with DPAs with regard to the assessment of complaints as
well as the implementation of the Proposal whenever data protection aspects are involved.
Moreover, the EDPB and the EDPS underline that the data protection authorities are the
only competent authorities responsible for data protection issues and therefore should
remain the only point of contact for the data subject with regard to those issues, also in
order to avoid any confusion for data subjects as to the modalities in which they can
enforce their data protection rights.

X b —fik#icit, EDPB & EDPS i, #1§ 0l & . 7 — X RO ME ABIR S 2 5 &
FWOTHIREDEMICEAL T, DPA ORFN AR L HORFEZEAT L L %
RET %, T oI, EDPB & EDPS I3, 7 — 2 ffL R0 7 — 2 (REORBEICEH T & &
IME—DIERD B 2 Y[/ TH 2720, T — XREMEZITHES 2T EICOVTOT — & &
ROBE AT 272012, ZNOLOREICEHL CTT — X EROME—DROTH Y fit \F
ERETHDH BT 5,

Article 13 of the Proposal envisages the possibility that supplementary cross-border
digital health services are provided through MyHealth@EU and that the latter is able to
exchange data with other infrastructures or other services in the health, care or social
security fields. The same provision requires Member States and the Commission to ensure
the interoperability of MyHealth@EU with technological systems established at

international level for the exchange of electronic health data.
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F 135 OREIMTEMARERZBEZ 27 Y 2L~V XY — 1 25 MyHealth@EU %
WU TRt h, BEPMEOA v T TR, 7T hERES OOy —v R L T
— i cE aaREEREES 5, R UAE R, MEE L WIMEBE R IR L,
MyHealth@EU & EF~V AT — X O D 72D ICEFE L XV CHEL S 78l o R
7L DMAEREZMERT 2 2 L 28RS 5,

71. The EDPB and the EDPS note that such possibilities are presented in broad terms and it

is rather unclear in which circumstances and under which conditionsthe electronic health
data can be shared with participants in third countries. Inlight of the safeguards required
by Chapter V of the GDPR for international data transfers, the EDPB and the EDPS
recommend the co-legislators to clarify that the compliance check to be performed by
the Commission with regard to the national contact point of the third country or of the
system established at an international level shall also cover the fulfilment of the
requirements of Chapter V of the GDPR, before establishing via an implementing act that
such national contact point or system is compliant with the requirements of
MyHealth@EU for the purposes of the electronic health data exchange.
EDPB & EDPS 13, 2D X5 LAlREMAERTIRRINTE Y, L0 X5 2Rt
T, EDXIBEHETCEF~NAT =22 HIEOSME L LA TE 203220 A
Bicd % Ligii3 5, EDPB & EDPS ¥, GDPR % 5 ECER I N T\ 3 EHIRN %7
— 2Rk D720 ORIEFEE ICH 5 LT, ZRRASPH ZH O EPMEHEAN £ 2 FEEE L ~
NCHEL I NIV AT LI LCEMT 22y 7747 v AF =y 713 ,GDPR 5 5 &
DEMZ7-3 L dNRETZ L ZPAMIC L7z LT, 20 X5 REPEEE D £ 72
Y AT LBETF~NAT — 25D HYT MyHealth@EU O EFICHERLS 3 2 & %
FEREIC X - THEL T % & & 2 LFEEAHIESR @& 3 %,

6 EHR SYSTEMS AND WELLNESS APPLICATIONS (CHAPTERII) (EHR ¥ X7 L4

KOz - T r—2 3y (B=%F))

72. Chapter III of the Proposal focuses on implementing a mandatory self-certification
scheme for EHR systems, where such systems must comply with the essential
requirements related to interoperability and security laid down in Annex 11 of the Proposal.
As highlighted in the explanatory memorandum, “this approach is required to ensure that
electronic health records are compatible between each system and allow easy transmission
of electronic health data between them”. The EDPB and the EDPS welcome that,
pursuant to Articles 15 and 170of the Proposal, EHR systems must be subject to a prior

conformity assessment procedure before these can be placed on the market or otherwise
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73.

74.

put into service in the EU.

AREDOH =T (X, EHR ¥ X7 A0 AKRE DI EE 11 ICHUE S N7 M EMTEL & *
2 U 7 4B B M 2N L R T e b e, EHR v 27 Ak § 3
SRAI 72 H CRRER ¥ — L ORMICER ZH T T2, StIREHTEFAIh T2 X5
i, Tzo77e—F3, EF VAL I - FHRE T RAT LRCHEEZRED, Z2h b
DEITEF~NAT =R EHKHIEETELLIICT 27014 ETHS5]| EDPB K
U'EDPS I3, REDH 15 R U0 17 fciciko % EHR > 27 A EUHNTHIG I &
AT, NiFZofiorikcifl T shiic, FANEAMFHETHRONRE Rbz T
Eabrnw & zEld 5,

However, the EDPB and the EDPS note that some of the essential requirements laid down
in Annex II of the Proposal refer to aspects related to the protection of personal data, such
as those addressing the implementation of the rights of natural persons, as set out in
Chapter Il of the Proposal, or the secure processing of electronic health data?. Moreover,
the common specifications to be adopted by the Commission, by means of implementing
acts, in respect of the essential requirements set out in Annex II, pursuant to Article 23(3)
of the Proposal, may cover elements concerning data protection, such as requirements
related to data quality including completeness and accuracy of electronic health data as
well as requirements and principles related to security, confidentiality, integrity, patient
safety and protection of electronic health data®.

L2 L7235, EDPB KU EDPS (3, fREDMIEE T ICHE S LT 2 BHES D »
Ko, REOFE _BICHE I N TV 2 HARANDHEN OEEICHLT 2 b D, &
NNVAT = ROBEBNIER L =Y FAT — X OREICEE ST 2HICE R T 5 C
LICHET 2, [¥]22 xbic, REOE 235K (3) wHIE, MEE I ICED 3 4H
THRICBI L €. BERPEMEIC X VRIS 2 @ tkiz, EF~V 2T -2 D%LM
FMOIEfEEZ &L 7 — 2 WEICB T 2 SR M ICEF~ VAT — X O
et BEOREMROREICEE T 2 B R OFEAI L v o 72 7 — 2 RFEICBE S 5 B
rEboencE s, [*]23

Firstly, the EDPB and the EDPS emphasize that compliance of EHR systems with the
essential requirements related to interoperability and security laid down in Annex II of

the Proposal, does not necessarily mean that the processing operations underlying their

22 See for instance points 1.3 and the security requirements listed in point 3 of Annex II,

such as points3.1.on the prevention of unauthorized access; 3.2.onidentification and

authentication mechanisms; 3.3.onaccess control mechanisms; 3.4.onlogging mechanisms

for data accesses and3.5.onhealth professionals’ access restriction mechanisms.

2 See Article 23(3) (c) and(e) of the Proposal as well as Article 10(2) (h) of the Proposal.
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functioning are lawful per se, since further requirements resulting from the EU data
protection law may need to be complied with by the controller. However, while the EDPB
and the EDPS understand that the aforementioned essential requirements and common
specifications are not directly linked with EU data protection law, some of them may have
a significant impact upon relevant aspects for the protection of personal data of the
concerned data subjects. In this regard, the EDPB and the EDPS note that the
aforementioned requirements do not seem to duly take into account the principles of data
minimization and data protection by design as key aspects to take into consideration when
designing an EHR system in order to adequately safeguard the interest and rights of data
subjects with regards to data protection and privacy. Moreover, the requirements related
to retention periods and access rights in point 3.8 of Annex II of the Proposal do not take
into account the specific purpose of the data processing operations, as a key element to
consider to design the storage features of an EHR systems, alongside “the origins and
categories of electronic health data”.
¥ 3. EDPB & EDPS 3, EHR v 27 428, AREOMEE N ICHESN TS HA
EREE ¥ 2 ) 74 BT 2 LHEMFICEA L T Th, EU 7 — 2 fRFEEIC & D <
BINERICEREPEAT 2 0ERD 5720, X ORRAED IR & 70 2 UIRIRIE A 1K 23 24
FTLOMEETH S LFROoR T 2T 5, L2 L7426, EDPB & EDPS &, Hi
bk D AL @R DS EU 7 — 2 (5L & ERERICBE S 2 o Tlde v 2 & &2 B
fed 203, ZoHIcld, Yi%7T — X ERO A=V F T — X{RHEICEE T 2 T I K %
LB E525b0NH 5, ZORICBL T, EDPB & EDPS (3, Al %A, 7 —
sRA#EL T T ANy =I5 T — 2 E RO &R 2 I R 5 7201, EHR
VAT LERSGEHT ABICE BT N EEE AL LT, T amMLE T A VI K B
7 — 2 REOFAZ IEHICEE T 2 L BT L ICHlET S, I bic, REDKE
&I © 3.8 HICH 2RI L 7 7 2 2MEICBET 2 2F 12, [BEF~Vv27— 20
BHEenM] LA T, EHR v 27 LAORIFHEREZ G T 2 720 ICH BT N EHE A H
RELT, 72 UHEFBOREDHNZHEIC AN TR,

75. Taking into consideration the risks posed by the provisions on the mandatory availability,
cross-border sharing, access and further uses of electronic health data contained in EHR
systems and the impact on the individuals concerned, the EDPB and the EDPS are of the
view that, in order to strengthen the protection of individuals and their confidence in
these systems, it would be most adequate to introduce a third-party conformity

assessment procedure for EHR systems?!, by involving notified bodied in the assessment

2 See for instance the third-party conformity assessment procedure provided for by the
Regulation (EU) 2017/745 of the European Parliament and of the Council of 5 April 2017
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76.

77.

of the measures, including technical solutions, taken by the manufacturer to comply with
the interoperability and security requirements set out in Annex II of the Proposal. In this
regard, the EDPB and the EDPS positively note that thisissue shall be subject to a specific
assessment in the context of the evaluation and review of the Proposal carried out by the
Commission after 5 years from its entry into force.

EDPB & U EDPS i3, EHR ¥ 27 LICEHEEN D EF~NV AT — X ORBSH 2 F Al g
T, B2 HE, 77 e AR CELRSMMICETIHECL>TH7b3I N2 Y
A7 W BIHRT 2 HA~DHELZRE L AADRERL NN DY X T LITH T %
fEHEZ LT 2720, REOHEHE I CHE I NZMHEERER e F 20 7 4 B
fRicla T 2 -0 I BERHE S L 2B (Bdiiffigz &) Ol @RS 2 B
Hxegzziicky, EHR v AT Lo =FMAMFIiFAR 2 EBAT 2 2 &2
ROEYITHL LORMEET S5, [*]24 coficBIL, EDPB XU EDPS &, 2@
D, 22O 5 FRICE B RV EM T 2 1% Dl b a0 UIRIc B »T . Bk
R Rl O R & 75 2 L ICHIA X I ET 5,

Moreover, the EDPB and the EDPS recommend amending the Proposal so as to clarify
the relationship between the mandatory self-certification scheme for EHR systems and
data protection requirements. In addition, it should be pointed out that, whenever the
common specifications referred to in Article 230f the Proposal have an impact on data
protection requirements of EHR systems, the implementing acts to be adopted by the
Commission pursuant to Article 23 of the Proposal should be subject to a consultation of
both the EDPS and EDPB in accordance with Article 42(2) EUDPR. The same
considerations apply to the voluntary labelling of wellness application which equally rely
on the essential requirements laid down in Annex II of the Proposal and the common
specifications referred to in Article 23 of the Proposal.

X 5ic, EDPB & EDPS I3, EHR v 27 L0 EHN R HCRIMRA ¥ — L & 7 — 2 {£i#
B OBAREUEIC S 2720 ic, REXBIET 5 2 L 2T 5, £72, REDH 23
ETERIN T2 LML EHR v 27 L0 7 — X RH#EFICEEEL 52 5 54 .
REDH 23 FRICHD W THINR B2 RS 2 EMEfT /413, EUDPR 0% 425 (2)1c
it T EDPS & EDPB DOilifi Oiif 221 5 ~ETH 5 Z L ZfEfiT~ETH 5, [A
RoF X, REDOKERE I ICHUE X Nz METEHLIREDN 23 FICE Iz L@
ERRICHE L KPS 2 7 2 VA AHGFEOHEN AR TICHEA S NG,

With regards to the handling of risks posed by EHR systems and of serious incidents, as

on medical devices, amending Directive 2001/83/EC, Regulation (EC) No178/2002 and
Regulation (EC) No 1223/2009 and repealing Council Directives 90/385/EEC and
93/42/EEC.
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79.

well as the implementation of corrective actions, under Article 29of the Proposal, the
EDPB and the EDPS recommend that a duty of information to and cooperation with the
DPAs, where relevant, be established. Indeed, it is not clear if the reference to the risk to
“other aspects of public interest protection” among the risks that may be presented by an
EHR system, thus entailing the intervention of the market surveillance authority, may
include the protection of personal data. In addition, it cannot be excluded that a serious
incident involving an EHR system? originates from malfunctions or deteriorations in the
characteristics or performance of an EHR system, which also affect the protection of
personal data.

EDPB XU EDPS (3, EHR ¥ 2R 7 L0726V A7 RUEKEA VTV F~D %
PG TN SRIEFE B D EMEICBI L T, DN 29 Skic ko & DPA T3 2 16 W2 # &
O ORBZEEREST 2 2 L 2@t T2, EE THEALYRONAZHEL T3

EHR Y 27 LI X o TRIREINZ AR DO H 2 VX2 D5 b, [RiffR#ED Z Dfthd
] e d 2 ) R ~DFERD, N=VFAVT - X DREEET RS D 5 H &
IPEFAL TRV, /2, EHR VAT AR EKRS v 7 v Mk, EHR v 2 7

LORECHREONEECHILICER T 20 TH Y, N—V F AT — 2 DREIC D 5
Beligd o L @drcE v, [*]25

The EDPB and the EDPS in principle welcome Article 31of the Proposal on the voluntary
labelling of wellness applications, since this can ensure transparency for the users of
wellness applications regarding their key features, thereby supporting users in their choice
of reliable wellness applications. However, Articles 31 and 32 of the Proposal only address
wellness applications’ interoperability with EHR systems and establish a mechanism of
voluntary compliance limited to the interoperability and security requirements laid down
in Annex II of the Proposal, with a view to ensuring that wellness applications are able to
transmit electronic health data to EHR systems.

EDPB & EDPS i, JHAlE LT, VAt R - T 7V 75— a VOHENERRICET
DIREDH 31 Fa@illT 2, 2N, VARR - TTVr—vavor—F—ni
T HREICBE T 2 B AR L. ZiC ko Ca—F —PFHECTE 27 242 R - T

TVr—vavEERTLLEY R TELIh0THDL, LirL, REDH 31 5
L3251, VAR T 7Y 7= a v EHR ¥ A7 Ak OMETLERME 0L
L. VAR T7Vr—vavPRBEF~VAT—2% EHR v A7 LICK[ETE %

e ERFEAET 2 HN T, REOMEE 11 ICHE I N MHEEREL X2 ) 7 1 Fff
KIREIN-HEN Y T IATVADA DAL ZELT 577 TH S,

In this regard, the EDPB and the EDPS emphasize that the label accompanying wellness

% See the definition set out in Article 2(2) (q) of the Proposal.
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applications pursuant to Article 31of the Proposal does not necessarily mean that the
processing operations underlying the functioning of those application are lawful per se
and can be deployed by the user as such. Further requirements resulting from the EU data
protection law will need to be complied with by the controller. The EDPB and the EDPB
recommend that this be clarified in the Proposal, even in a recital. Recital 35 of the
Proposal states that “users of wellness applications, such as mobile applications, should
be informed about the capacity of such applications to be connected and to supply data to
EHR systems or to national electronic health solutions, in cases where data produced by
wellness applications is useful for healthcare purposes”. However, the conditions under
which such wellness applications may lawfully be connected and supply personal data to
EHR systems (or to national electronic health solutions) under the data protection
legislation are not specified in the Proposal. What seems clear from the list of the
minimum categories of electronic data for secondary use, set out in in Article 33 of the
Proposal, is that indirectly-once uploaded in an EHR system?- or directly-insofar as they
are collected and/or processed by entities falling under the definition of data holders
pursuant to Article 2(2)(y) of the Proposal - personal data produced by wellness
applications falls under these categories and then are subject to data holders’ obligation
of making them available for secondary use in accordance with the provisions of Chapter
IV of the Proposal.

ZogiicfiL. EDPB U EDPS iE, REDH 31 FICHESK VAR - T 7Y &7 —
YavIicBET s 7 BT LB ZENLDT Y = a v OREEDIEIE L 70 2 0L
HBEFEHEPAENTHY 20X K2 —F—DRHTE 2 L2 EKT 2 0TI
BN LT 5, EU D7 — X {REERICER T 2 & 570 2 BF1X, EHE 28T T
b 0%03% %, EDPB & EDPB 1F, 72 ¢ 2HIXICHEWTTH, 2D & #igE CTHIHE
KT EHERET L, RO, [ENA LT TV = avihEoy o v
AR T TV —vavDr—F—F, VLA A T TV 7=y avic ko TERE
N7eT —2BERENICAEATH 2581, Z20X5 %577V 7 —vaviEEidIn,
EHR v 27 L ¥ EENOETF~VAY Y a—vavicT — 2 2R T 268 con
THMINDLERDH B, ] LBRTVE, LPL, ZDLIBRT 2 AFA T 7Y 7 —
vaviGElicERI ., T -2 REEDO TT—Y FAT —%% EHR ¥ 2T A
(272 3EOET~AVAY V) a—vay) s s enTE 25601, RECIIY
LINTHuRv, REDH 33 FICHEI N XM D0 DEFT — X DR/NRD
DEO—ERDP OS2 DIE EHR ¥ 27 LICHENIC—ET v 7 — F &N 3 22,

2 See Article3(6) and 33(1) (a) of the Proposal.
21 See Article 33(1) (f)and (n) of the Proposal.
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FRRREFE2HKB2H (y) ICEIK T —XRAEEDERICEEY T 2 FHRIC X > T
FBFLWELRUHINERYVICECT, VA AR T 7V 7= avick o T
RENTAN=YFAT =R INLICEY L, 2Dk, REFUEOHEICH>TT —
SREEP AT 2 RFE2AI L wI e THB,  [*]26[*]27

Mandatory availability of electronic heath data generated by medical devices, wellness
applications or other digital health applications for secondary use must be assessed against
the rapid technological developments in mobile and wearable technology and the
increasing popularity of 'quantified self apps and devices, that allow people to register all
kinds of aspects about their personality, mind, body, behavioural patterns and
whereabouts. Clearly these types of data processing deserve significant attention, since it
is not easy to recognize as the processing of health data by the concerned data subjects.
However, at the same time this brings real privacy risks, especially in the case where such
data are processed for additional purposes and/or combined with other data or transferred
to third parties. These types of data processing may create specific risks, including the
risk of unequal or unfair treatment based on data about a person's assumed or actual
health status derived, for example through profiling, of very intimate details concerning
his/her private life, irrespective of whether these conclusions concerning his/her health
status are accurate or not. In fact, those risks may also be linked to the reliability and
accuracy of data generated by medical devices, wellness applications or other digital health
applications. Against this background, the EDPB and the EDPS acknowledge that Article
33(3) attempts at delimiting which data generated by medical devices, wellness
applications or other digital health applications shall be made available for secondary uses.
However, the EDPB and the EDPS underline that it is still unclear either what kind of
data fall under this category or who would assess its validity and quality once inserted by
individuals in their own EHR pursuant to Articles3(6) and 33(1) (a) of the Proposal or
made directly available by data holders pursuant to Article 33(1)(f) and (n) of the
Proposal.

RS, VAR - TV = ay, $E3XOMO TNV T T Y T
—vavil ko THERINZEF~VRAT — X % Z KA D 7= oI af il icF ] <© %
EHEIDIE, EAAALBIOY 2T 7 T A0 20E A HRBR & . AL B H S O M
. fE. BR TE 2 — v B X ORERGMICET 25 0w 2 OMINZ S8k T 2
LEARRICT S [ERLIhZHC] T7VBLIPT AL 2D ANRDEE Vil T
S AT NIEES kv, oIS, oD X4 707 — 2L, BfRT 27 —
ZERICEZ~NNAT =X DML LT 22 L 3ABG TR ARVAED, K& RERE
IO RER BB, Lo, THEFERHIC, FFiCZD X5 7 — 22580 B <UL
ANy MfhoT— 2 LG I Nz FEEFCEEI N T E5EI1C, HENR T
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TANY =V R %H7bT, TOXS a7 —2UHIZ, MAOEBREICET S 2
b DFGHBIEMETH 2 0B 2b b T FlIZ X T e 774 ) v IC X o TEE H X
NN DTEE S 2 T EBRO@EFRBICBI T 2 7 — 2 ic k0w, 2o Ao L4
WICBES 2 IER ICHE LRl IS o TAEEN BA R ER IR 2% T 5 YR 7 25
O, FED Y X7 A h e H 5, REE, choo ) 2273, ERER. 7 =
NAR T TV r—vay, $LEZOMDTVEN~NVR - TT Y r—vavicko
THERINDE T — 2 OFHME L IEMEICOBEES 2 RELAD VT, 20X 5 BER
7o, EDPB & EDPS &, &R, VA AR - T 7V r—vav, @3 Xoftho
TYRNNNVA T TN r—vaviCkoTERINLET—2D5H, Yo7 —2%
REFICAITE 2 £ 91cT 22258335 (3) TED kA %D 5, LA L.EDPB
L EDPS iZ. LD XS RO T — 2B 0N T Y It YT 200, i, RED
F34 (6) L 335 (1) (a) Kito TEADME® EHRIC—EHFALZY, LD
F33% (D@ & (n) Ko TTF —2REEVEEMMATREICT 2561, #MAXZ D
ZUEE BE AT 2 D2, EEAHTH D 2 L mEIHT D,

In this regard, the EDPB and the EDPS wellness recommend excluding from the scope of
Chapter IV of Proposal applications and other digital applications. Should these data be
maintained in the scope of Chapter IV, the EDPB and the EDPS stress that users have to
remain free to decide if and which of their personal data generated by wellness application
and other digital applications that they have been uploaded in their own EHRs--
regardless of the fact shall be shared with other recipient s and further processed for
secondary uses. Therefore, the EDPB and the EDPS recommend to amend the Proposal
so as to ensure that data subjects are properly informed about their possible choices with
regards to the potential further uses of their electronic health data including those
generated by wellness and other digital applications. Secondly, the specific conditions for
the further processing of such personal data must be clearly determined in accordance
with the data protection legislation and suitable mechanisms must be established to
ensure that the will of the data subjects with regard to the further processing of their
personal health data generated by wellness and other digital applications are respected.
ZORICEIL T, EDPB & EDPS ¥ = v 4 Rk, RET 7V 7y —v av ez oo 7y
G T TV —2a v IVEOHE,ALRINT 2 2 L 2T, ChbDT —
2 A IV EOHIPAN THERF L 2 B4, EDPB & EDPS (3, 22— =28, 7 2L % A -
TV —vavREooT 2N T 7Y r—vavilko TERI NN —Y F
NT—=Z2D5b, HAO EHRICT vy 7r—FInkbor, FRC22LLT . flio
WEFE AL, XA DI HICILIES 2585 2% HHICIRE LT % 263
DT EEWEHT S, Lizd->T, EDPB & EDPS I, V2 L 32 A Z Dfthd 7 ¥ %
NeT TV = a VI X o TERINEDDEFTESF~VAT — X ORI A
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7 SECONDARY USE OF ELE CTRONIC HEALTH DATA ( CHAPTER IV) (BF~/L

ATF—R2DORKFA (EMUE))

82.

83.

The EDPB and the EDPS acknowledge that Chapter IV of the Proposal aims to facilitate
the secondary use of electronic health data and welcome the fact that such secondary use
of electronic health data may generate considerable benefits for the public good. However,
the EDPB and the EPDS consider that such further processing activities are not without
risks for rights and freedoms of data subjects.

EDPB & EDPS I3, {REOHENELE T~V AT — 20 KAIA%2E#ET 22 &% H
MEed 22 Lz2@@MLTEY, 2D LX) RBET~AVRT =20 ZKAHH L0 FLE I
275 OFE% b 72 O THREMEA B B L\ ) HEEEW T 5, L2 L .EDPB K U'EPDS
F. 2D XD R ZUBIEB)ICIE T — X EROHEM K OABICN T2 Y X780 wb
JTl3hrweEZ 5,

The EDPB and the EDPS take note that, in linewith Recital 37 of the Proposal, the "(...)
Regulation provides the legal basis in accordance with Articles 9(2)(g), (h) and (j) of the
Regulation (EU) 2016/679 for the secondary use of health data, establishing the
safeguards for processing, in terms of lawful purposes, trusted governance for providing
access to health data (through health data access bodies) and processing in a secure
environment, as well as modalities for data processing, set out in the data permit ." Against
this background, the same Recital provides that the data applicant will demonstrate a legal
basis pursuant to Article 6 GDPR, based on which a request for access to data could be
made in the light of the Proposal, while this not being necessarily reflected in the operative
part of the Proposal. On the other hand, the EDPB and the EDPS note that Article 34(1)
of the Proposal provides a list of purposes for which electronic health data can be
processed for secondary use, which include, but are not limited to, the purpose of
scientific research related to health or care sectors.

EDPB X O EDPS (%, f8EDRIX 37 icih-><, [ (...) HENZ, #HA] (EU) 2016/679
DEFEIFK (2) (g) « (b KT () IKfE> T, ~VAT — XD _RKFIHD 7z DL ]
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MR L, AEMHNOBE 2., (S RTF—2 7 2 AW ZE L 72) ~ VAT —

ZA~DT 7 A% R L KERRECUHT 2720 OFHTE 2 7 F v AT T

—XHACHE SN T — 2 WD 720 DX Y T 4 RT3 720 ORI E #* i

Vs ZEICHET S, COXRERM2L, AU TR, T XHEE L. AR

RICWOLTTF =4 ~DT 7 ADEREITH LA TE B GDPRH 6 FicHoI < &

AR % GRS 2 L BUET 225, Thidd L D RREOEH /T I KT Tz »,
—Ji. EDPB & EDPS i3, f2RDOH 345 (1) 3. E®F~V AT =22 ZRAMHO o

ICHLES 2 Z e A TESHND Y X 2L TH Y, ZhiciE, @#EE237T7 0%

HICBRE 3 2 B2 O BRI E TN 25 53, ZNICIRE I N v 45T 5,

In this regard, the EDPB and the EDPS put forward three main concerns.

ZDFICBIL T, EDPB & EDPS 13 3 o0 FEAMEFHE IR L 72,

First, the EDPB and the EDPS note a lack of proper delineation of the purposes listed
under Article 34 (1) of the Proposal for which electronic health data may be further

processed, and in particular express concern with regards to Article s 34(1) (f) and (g) of
the Proposal , which possibly encompass form of 'development and innovation activities
for products or services contributing to public health or social security' or 'training, testing

and any evaluation of algorithms, including in medical devices, Al systems and digital
health applications, contributing to public health or social security’. The EDPB and the
EDPS strongly recommend for the Proposal to further delineate these purposes and
circumscribe when there is a sufficient connection with public health and/or social
security, in order to achieve a balance adequately taking into account the objectives

pursued by the Proposal and the protection of personal data of the data subjects affected

by the processing.

%—ic, EDPB & EDPS (3, BEF~ VAT =X 03X LI I N 3 REMED H 2 &5

34 % (1) KIS n7- HNOMY) 23O KANCHE L, FricizRo% 345 (D
¢ (g) KL TBEERMT S, cnid, [OREAEXIZHSREICEBNS 2 75X

Y — U RAORAFELOEHIEE) ] XiE  TAREAE IS REIC T 2 R R

Al AT LROETYEANMMERT 7YV 75—y aviEgbT7ra) XLoHl, Bk O
Al | DTEEEE &L RREME 2 S 5, EDPB U EDPS 13, $25Icx L <, $_E % E K

TOHME WUHIC X > THEERZ T 2T — X FEERD A=Y F AT =2 OREE 1571

BRELINT VY ARERT 272010, TNOOHW % X bICHREIC L, AR RO/

At RiE & 0 BE D B 2 HiFH ORRE 2 < #1535,

Second, in thelight of the observations made above and despite the wording contained in
Recital 37 of the Proposal, the EDPB and the EDPS consider that the Proposal requires

further improvements to ensure compliance with Article 9 GDPR.

B, FELoRMICHES LT, - REDRI3TICETNIXLEICL 200 b T,
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EDPB X O' EDPS 3, %724 9 4 GDPR OMF 2 R T 2 720 ICTH 2 20 % 45
ETBHLEZD,

Indeed, the purposes for which electronichealth data may be processed for secondary use
under Article 34(1) of the Proposal contain several types of secondary use, which would
fall under different categories of grounds for exception foreseen in Article 9(2) GDPR.
However, the EDPB and the EDPS consider that this is not reflected in the criteria
according to which the health data access bodies should assess and decide on data
applications (Article 450f the Proposal) in order toissue a data access permit (Article 460f
the Proposal).The EDPB and the EDPS, to this end, highlight that the criteria provided
for in this regard by Article 460f the Proposal are restricted to the provisions and
principles of this Proposal and lack clarity as to the way in which such provisions relate to
the principles and provisions of the GDPR, and in particular to Article 9(2) GDPR.
EREREOHE 34 % (1) KESWTETF~NVAT — X% " RO 70 IS 2 2
EDBTELZHNICIE, W22 OO ZXKAHAEEINTEDY . Zhix GDPR % 9
% (2) CTYRINBPNOMEADREAZ N T TY —ICi%Y4 T %, LaL, EDPB KU
EDPS 3. T— R 7 7 e AF B RITT B-DIC~NAT — R 7 & AT — X i
A L E R B A (1R 45 5%) WiERBEhCwaweEx 5 (]RE 46 52 .
ZOHMD7z9Ic, EDPB KW EDPS 13, 2 DN 46 I X > T DB L THIE
INTEERRREOBEKRCIFHANCREINTE Y, 2D X5 &#lEL GDPR OJH
HIJ OHE. FFrICH 94 (2) GDPR & LD X 5 ICBEST 2 22 D W Tl 2 R\ C
W3 Z L aEHHT 5,

In addition to what mentioned above, the EDPB and the EDPS seek for specific
clarification on how and in which cases Article 9(2) (j) GDPR would be applicable in cases
of processing health data for ‘purposes in the public interest, scientific or historical
research purposes or statistical purposes’ (based on Union law or MS law) and
‘appropriate safeguards’ as required under Article 89(1) GDPR.

kFicimz <, EDPB & EDPSix. GDPR#Z 9% (2) (j) »8, GDPR& 895 (1) T
FoRINTwz [k EoHIY, BEERE L IZESL IR © B 19X U3HEF Lo HiY |
DDD~NVAT =R BT L H51C, Yo Xdic, Yok aEEI1c GDPR 235
HE N2 2 00To BN LWL Z KD 5,

Third, the EDPB and the EDPS consider how this exception, construed by means of
Union law, to Article 9(2) GDPR, may be reconciled with Article 9(4) GDPR and the
possibility for Member State law to introduce further conditions, including limitations
with regard to the processing of genetic data, biometric data or data concerning health. In
this regard, the EDPB and the EDPS consider that the Proposal could clarify how the
exception to Article 9(1) GDPR, stemming from the Proposal but as yet not being
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91.

explicitly specified in any of the provisions of the Proposal, intend to reconcile with all
different national Member States’ laws.

5 =i, EDPB & EDPS &, #AHEIC X o THNI NS, 895 (2) GDPRICN T 2
ZofsD, 95 (4) GDPR LD XS IcfiMEnsd . £z, #nT — 2, &
T =R FIMERICET 2 7T — 2 0 WBICB T 2 HIIRZ &0, MEEOEERE 7% 5
FF 2 BAT B HEEME 2 RT3 %, 2 DsICB L T, EDPB & EDPS 3, R{EE I3, K
REICHRT 22, AREOLOHEICH TREIRHICHRL TN TRV 9 & (D
GDPR D23, 3 _XCOREL 2 ENMBEEOEFLFNT 222 Lo L) ICEK
T2 WEICT 2 LR TELLEZTWD,

As aresult, the EDPB and the EDPS call for the Proposal to ensure full compatibility with
Article 9(2) GDPR and in particular with regards to its application to the purposes listed
in Article 34(1)(f) and (g) of the Proposal. Moreover, the EDPB and the EDPS also
recommend to amend Article 46 of the Proposal accordingly, in order to properly
integrate and reflect the differences in the goals and requirements for the secondary use
of electronic health data.

Z DfEH. EDPB K U EDPS 13, A58 GDPR# 95 (2) . FrciRE 0¥ 345 (1)
() KO (g) hlFEn BN~ L CREA I ZIERST 2 X ko 5,
¥ 5ic, EDPB & EDPS i3, E8F~ VAT — 2D XAIFICB S 2 BIE L BE 0@ W %
BYNCHG LRI 5 72012, IREDH 46 2@ HBEIET 5 2 & T 2,

With regard to the minimum categories of electronic health data for secondary use, the
EDPB and the EDPS note that, under Article 33(1) of the Proposal, a legal obligation is
construed, according to which data holders, by means of Union Law, shall make available
specific categories of electronic health data for secondary use. The EDPB and the EDPS
note that Article 41(1) of the Proposal indicates that this (new) legal obligation
complements any other legal obligation (already) foreseen in other Union law or national
legislation implementing Union law. As indicated in Recital 37 of the Proposal, the EDPB
and the EDPS note that Article 33(1) of the Proposal would serve as legal ground under
Article 6(1)(c) GDPR and would also provide for an exception to the prohibition in
Article 9(1) GDPR for the data holder to process (thus make available and provide)
personal electronic health data. In this regard, while the EDPB and the EDPS
acknowledge that such legal obligation for data holders—in principle-fits into the system
of the GDPR, may result in legal uncertainty.

“RAAD D DEF~VATF — 2 OE/NIEICE LT, EDPB & EDPS i3, 22X D%
334 (1) IKHEDE | EEWFEVBMIMN S, 2> TT — 2 REF X, EAEIC X
2T XA D720 DEF~NVAT = ZDREAT TV — % FHATREIC L 78 1 Lid 7
7\ T LICHET 5, EDPB & EDPS (3, 205 415 (1) 3. 2o (FrLw) &
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WA, oAk E 2 I LEAE L EMT 2ENECTRINSG (F7TI0) fthoiER
BEZHIET 5 L 2RT B LIEIHT 5, REDHIL 37T IR TN TS X 5, EDPB
L EDPS (. #2E 0% 33 5 (1) 13, GDPR % 6 5% (D) (o) o CHEIMRiHLE L
BWEEL ., T — 2 REE DB A=V FAEBT~AVRT =2 208 (Zhic X ) FIHREEC L,
i2fft) 327:00 GDPR % 9 & (1) OFLOPISNBIES 2 2 Lickh s LB~Tw
5, ZORUCBL T, EDPB & EDPS 13, 7—XfREFICXNT S 2D X ) RikHIHRE
iF, FHIE LT GDPR @ ¥ 27 LGS % 25, ERAHERIEZ b 72 o 3 alfEtE 23 &
5ZLERDD,

In this regard, Article 33(5) of the Proposal provides that “[w]here the consent of the
natural person is required by national law, health data access bodies shall rely on the
obligations laid down in this Chapter to provide access to electronic health data”. The
EDPB and the EDPS firstly consider that the type of ‘consent-requirements’ in national
law the provision refers to are unclear. In particular, the EDPB and the EDPS under line
the lack of clarity as to what step in the procedure foreseen in the P roposal with regards
to secondary use of electronic health data may the health data access b odies disregard
such requirements set out in national law, in particular when falling under Article 9(4)
GDPR. Moreover, the EDPB and the EDPS recommend further clarification and
specification in relation to Article 46(6) (f) of the Proposal, which provides for health data
access body to possibly introduce ‘specific conditions in the data permit granted’.
CORICBIL ., REDH 33 55 5 THIE, TEWNEIC X ) HRNDRE S ZE L T T
BHEAICIE, ~SVAT =2 7 R AR, BT~ AT —2~07 7 v A% RS % 7
DICATITED 2 BHIHIML 2 Fhid7e b, | LHET %, EDPB & EDPS 13 %
T ZoFEBMETEMNEICE T2 [FAEEA] oS HECTH S LEZ TS,
¥fic, EDPB & EDPS (3, T~V AT =2 D - RAMICBI L TRETTRIN TV 2
FlED ED AT v 75, FIC GDPRE 9% (DIKEYUTIEA, ~NVAT—X 7 kA
RBAENECHESI N T2 2D X5 R fF 2 AT 2 WREMNESH 2 2 1ICo0w T, W
MEXZRNTWDZ L x2MIAT 5, &5Ic, EDPB & EDPS i3, ~ VA7 —% 7 & A%
B2y (G an/7 —2#Fics T 2R EDEMN] #8BAT 2 AR HUE T 2184
D465 (6) () BL T, 67 2L kb2 #IE T 2,

Article 36 of the Proposal provides for the establishment of health data access bodies. In
this regard, the EDPB and the EDPS highlight that the responsibility of the health data
access body to assess the legal ground proposed by the data user will require availability
of proper legal expertise in the health data access body. The EDPB and the EDPS note
that, as yet, this is not explicitly stated in Article 36 of the Proposal. However, the EDPB
and the EDPS underline that the assessment of the legal basis by the health data access

body may always be scrutinized and when necessary overturned by the relevant DPA. To
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94.

this end, the EDPB and the EDPS call for specific clarity as to the interplay between the
role of the health data access body and the respective DPA in the context of any data
protection r elated issue.

#5036 & 13, ~ART =27 e ABORILZBIET 5, ZomICBE LT, EDPB ¢
EDPS i3, 7—2HHHFIC X > TRESI NENRIZFHES 2~V 27 — 2 7 & 2K
BOEMTIX, ~V AT — & 7 & ZEBHIC 31 2 8] 20 IR B P RIER o R T REVE % 20 2
L35 L% 5, EDPB & EDPS i3, Zha & 7ZiREDH 36 SR i< il ~
LNTWiaWZ LICEET %, LorL, EDPB & EDPS i3, ~V AT —X 7 7 & AHER
I X BIRIRILO G F IS E T, LEICGU CRE S 2 DPAICX>TEI NS
FREMED S 2 2 L BT 2, COHWD®IC, EDPB & EDPS 3, 7 — X # B
DREDOMRICE T, ~V 2T — % 7 2 A OEE & 2 hZh o DPA L oo
HAEFICBA L CEAR R RE X 23K 5,

The need to clarify the relationship between the Proposal and Member States legislation
is further exemplified in the context of applications for data permits in the context of
cross-border access to personal electronic health data for secondary use (section 4,
Articles 52-54 of the Proposal). The EDPB and the EDPS note that, while the Proposal
aims to facilitate of cross-border secondary use, by establishing ‘national contact points’
and a cross-border infrastructure (HealthData@EU), data users will possibly still need to
apply to the respective health data access bodies in each of the Member States. Indeed,
the EDPB and the EDPS understand that Article 45(3) of the Proposal only provides for
limited coordination between the health data access bodies involved, in order to obtain a
data permit. However, the EDPB and the EDPS consider that the Proposal does not offer
adequate clarification as to the specific national law that will be applied in the context of
cross-border data permits (the one of the respective health data access body or the one of
the data applicant), including the legal basis that will need to identified (by the data
applicant) and assessed (by the health data access body). Lastly, in this regard, it should
also be noted that both on the part of the health data access body and on the part of the
data user there may be (significant) gaps in expertise to overcome problems inidentifying
and appreciating differences in (requirements to be met as laid down in) Member State’s
laws pertaining to (such) a legal basis.

AR e MBEOFEF L ORFREARKICT 2 08X, ZXRFHD DD =Y F L&
FANVAT = Z~DEBEZBZ 72T 7% AOXARIC BT 57— XFFA] OHFED AR IC
BLTEHICHRE T2 (FREDH 4 i 52 545 54 5%), EDPB & EDPS i3,
L THEOEEE D (national contact points) | CEHEZEZ 24 v 7 7
(HealthData@EU) #HE T3 Z LIk o TEEZE 2 - XNHAZ{EEd+ 2 ¢ % H
3205, 7—2MMAFEFEMEERDOZ N ENDO~V AT —2 7 2 AHEBICHEE S 2
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WEH B B AHVER B 2 LT 5, FEFEEDPB & EDPS (2 @R 0% 455 (3) 1%,
TR G500, BRT 2~V AT — 2 7 & ARBHR O BRE 1 72 iR o % #l
ET 5 e REET S, Lo L, EDPB & EDPS i3, AELIZ. (F—XHEHICL D)
FEL., (N RT—227 2 ZXEBNIC X 2) FHEiS 2 L5035 2 BRI E o, E5R
RBZ 7T — 2 (ZNENDO~NVAT =2 7 2 A E 72137 — AHEE O T
nA) OXWRCHEM TN B RFEOEPMIEICBEL T, +aa@ilz Rt L Tuin e F 2
%, WIS, TORICBIL T, ~Vv 27 =% 7 2 2B DM & 7 — 2 FIFIE oM o i 75
T, (20 X5 %) HERILICBES 2 EE O EHEOE - (ICHEThTwE L5 I1c
Wi T REEM) REFE L. FHEiT 5 EcolEE RRT 5 200 MM GEL
W) Fry THRBHLARNESH L LICHDHEETNETH D,

The EDPB and the EDPS note that Article 38(2) of the Proposal provides that health data
access bodies shall not be obliged to provide the specific information under Article 14
GDPR to each natural person concerning the use of their data for projects subject to a
data permit. In this regard, the EDPB and the EDPS consider that the exemption
introduced may lead to unintended consequences for the fundamental rights and
freedoms of data subjects, due to the lack of concrete conditions under which such an
exemption would be applicable.

EDPB & EDPS i3, f2R D% 385 (2) 25, ~V AT —2 27 v AKBIE, 7 — X7
WREBBZTOY 22 DD T —2DOFMICE LT, GDPRE 14 SRic ko  FfiE
DIEHRE FHRNCIRBET 2 BBEEFADRVEBET 2 L ICHET 2, ComicBEL
T, EDPB & EDPS i3, BA I N RFRAEH T s BRI AREMES vz, 7 -4
FAROERR M L BHICER L 2WigRe b 2o SRR H 2 L E X T 5,
Furthermore, the EDPB and the EDPS recall the importance of transparency obligations
towards data subjects and urge the co-legislator to identify specific situations to ensure
that such provision may not be systematically relied upon by health data access bodies.
Therefore, the EDPB and the EDPS recommend to modify the provision accordingly
taking into account that the requirements set out in Article 14 GDPR may not be
systematically overruled without adequate and relevant assessment and justification as to
the need torely on such exemption?®. Should the restriction of the right to information be
maintained, the EDPB and the EDPS highlight to the co-legislators the need to consider
the conditionsprovided for in Article 23 GDPR.

¥ 5ic, EDPB & EDPS (3, 7 — 2 EHRICHN§ 2 EAERGOELEZHEL, £ D X
DBBUEDR~NNAT =272 AT X o THRRNIEEIN W L2 REET % 72
wic, BARNRZRET 5 & 5 HFERESHIER ICEGH T %, L728> T, EDPB &

28 See also paragraph 25 above.
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U EDPS 3, GDPR 5 14 ZRICKUE S N7 DY, X D & 5 7 RBRICHKAT 9 % 0 S IC
DT DJEY) 2> DB S 3 5 2 IE AL 7 LI id, AREICHRR)NIC T g AT BETE 23
HHZLREFBBLCHERHEEBIET 2 2285 T 5, [*]128 HHICH§ 2 M @
HIFR23HERF & 2 565, EDPB & EDPS (3, GDPR 5 23 SIc Bt & N7z SefF 2 MGt &
% B 2 EFEREAHIEE ST 5,

Article 40 of the Proposal defines and provides for the data altruism in the context of
health. In this regard, the EDPB and the EDPS consider the provision unclear,
particularly with regards to the interplay with the respective provision introduced by the
DGA. To this end, the EDPB and the EDPS recommend to clarify the provision
accordingly.

40K DlE, ~VROXRICHE T 57— 2 DR ER L, BET S, ZomIicH
L. EDPB & EDPS i, ffic DGA IC X » THA I N Z W Z NOBUE & DM LI
LT, HESAMECTH S L FEZ T2, ZOHMDR®IC, EDPB & EDPS %,
ZNIECCTHEZMAEIC S 5 2 & 2HERET 5,

The EDPB and the EDPS positively note the provision of Article 44(3) of the Proposal,
which states that where health data access bodies have to provide access to data in
pseudonymised format, the data users shall not re-identify the electronic health data
provided in such format (the information to reverse pseudonymisation shall only be
available to the health data access bodies). Moreover, the EDPB and the EDPS welcome
the fact that the same provision of the Proposal states that in case of failure on behalf of
the data user to respect the health data access body’s measures used to ensure
pseudonymisation, the former shall be subject to appropriate safeguards.

EDPB & EDPS i, #2505 44 5 (3) OBUEICDWCHIMA ZICHERL T 5, TORET
i~V RT =2 T 7 2 ABABREIL I N D T — 2 ~D7 7 e A2l L 72 iF
NE o rwha, 7—2FHA#FE I, 20 X5 et nizEF~ VX7 - %%
PRE L Tk b (RELESIc$ 2 20 DI @I, ~V AT =2 T 7 & 2B 0
HOFIHATRE TR T R 578\v) o X 52, EDPB & EDPS i, 2K UHE D,
7= 2FAZFIRD o T, BEULEIHERT 27-DICHHINE~AVARAT =2 T 7 & A
BADE Z BEH L 2 WG A, AT (38 2 REREONR L 22 LT 2 HE 2
W33z,

Lastly, Article 48 of the Proposal provides that, by derogation from Article 46 of the
Proposal, a data permit shall not be required to access the electronic health data under
the same Article by public sector bodies and Union institutions, bodies, offices and
agencies. The EDPB and the EDPS consider that a permit should also be required, in
order to enable verification that all relevant requirements, including lawfulness and

necessity, have been complied with. Moreover, the EDPB and EDPS consider such a
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requirement important to promote transparency, as the Proposal envisages that health
data access bodies shall shall provide general public information on all the data permits
issued pursuant to Article 46.

BIT, IRE D 48 Skid. IREDH 46 FLo@HRIMNC X 0 | AHEM OB B X U
G OB, Mk, FHATE X OEBEAFERICESCESF~NRAT —RICT 72 RT 572
WILT = AFFA[ 2 ER L2 b D L3 2 L BUET 5. EDPB & EDPS 13, &kt & 4%
W2 ECITRNCOREST 2RI ETINTHDE I L ZRMALTE 2 X5 1ICT 572010,
A BETH D LEZ T D, TDIC, ERTIE, ~V AT —2 7 2 BT, 5 46
> TRATINTZ T RCDT — ZFFA[ICB T 2 —MABMEREZ L 2 i 7%
bl e HEINT WS-, EDPB & EDPS i3, #HHMEZRET 2720120 X H 7
RIFPEETH D LHEZ TS,

8 ADDITIONAL ACTIONS (CHAPTER V) (GBahiiEE (BR=))

8.1 Storage of personal electronic health data in the EU and compliance of international data

transfers with Chapter V GDPR (EU ICH T2 /8—= YV FILBEFANILAT —ZDFRE RO GDPR

ENBIZL 2EENGT — 2 BIROET)

100. Chapter V of the Proposal aims to put forward other measures to promote capacity
building by the Member States to accompany the development of the EHDS. In addition,
this Chapter regulates the international access and transfer non-personal electronic

(health) data, as well as well international access and transfer of personal electronic health

data.

HIE (3, EHDS ORI S MHEORNIEEZRET 2 20 Ot O iEZ 25 3
2ZexHAMET S, MAT, K&, MAUNOETF (~rR) 77— 2 DEEER T
7 % AR ERIE, WA=V FIVBEF~VAT — X OERI R T 7 & A R OHmX % B
Hls 2,

101. As regards international access and transfer of personal electronic health data,
Article 63 of the Proposal specifies that Member States ‘may maintain or introduce further
conditions, including limitations, in accordance with and under the conditions of Article
9(4) of the Regulation (EU) 2016/679".

N= Y FNBT~VAT = ZOEBENZRT 72 R LEGRICBIL T REDE 63 Feit,
ISR TR (EU) 2016/679 D2 9% (4) icit-> T, HlRE &0 & & 7% 5 5t 2l
FrEZ 3 BATHZ R TE S, ] LT %,

102. First, the EDPB and the EDPS would like to recall that, in its judgment in Digital

Rights Ireland, the CJEU considered that the absence of a requirement to retain the data

within the EU meant that “[...] it cannot be held that the control, explicitly required by
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Article 8(3) of the Charter, by an independent authority of compliance with the
requirements of protection and security [...] is fully ensured. Such a control, carried out
on the basis of EU law, is an essential component of the protection of individuals with
regard to the processing of personal data”®. In other words, the CJEU explicitly held, in
the case at hand, that control of compliance with the requirements of protection and
security by an independent supervisory authority cannot be fully ensured in the absence
of a requirement to retain the data in question within the EU. The failure to require data
to be retained in the EU was among the considerations which led the CJEU to conclude
that the EU legislature had exceeded the limitsimposed by compliance with the principle
of proportionality in the light of Articles 7, 8 and 52(1) of the Charter®.
%—ic. EDPB & EDPS iZ. Digital RightsIreland To¥[#kic 5T, CJEU iZ, EU
TT =2 &2 RFFF 280w iE [..] EEE 8K (3) I ko CTHIRMICE R
NTw5, R#ELZEDOEMZHEFT M L 7-HBEIc X 2EH [..] B2 IClRE
NTw3LFEAAV, BEUKCEISWTHEEhE 20 &5 nEFHIZ, ~—VFArT
— 2 DB T 2 AREDO AR MR ERTH L | S 2BRT L E2 2 L
R LZV, [*]29 2% 9, CJEU X, 4% T — £ % EUNTREFT 2 & v 5 TiEp
IRGRY S L 7 BB I X 2 RER U ¥ 2 Y T 4 OB OMSF OE I AT
IR CTE Rve KTV THRIICHIR L7z, CJEU 28, EEH 745, 5 8 4.
55524 (1) 1o LT, EU R R o#FIc X o CREnAfIRZ 2 T v
% AT Rt EE o i, EUNTOTF— 2 2 ER L Aar ol L b EF
hcwiz, [*]30

103. The need toimpose a requirement to store personal data in the EU in certain specific
cases was then confirmed and complemented in the Tele 2 judgment in which the CJEU

considered that 'Given the quantity of retained data, the sensitivity of that data and the

risk of unlawful access to it, the providers of electronic communications services must, in

29 Judgment of the Court (Grand Chamber), 8 April 2014, Digital Rights Ireland Ltd, joined
Cases C-293/12 and C-594/12; para 68. See also the Opinion of Advocate General Cruz
Villal6n delivered on 12 December 2013 in the same case at para 78 and 79, noting that the
absence provision that lays down the requirement to ‘store the data to be retained in the
territory of a Member State, under the jurisdiction of a Member State’, ‘increases the risk of
use which is incompatible with the requirements resulting from the right to privacy’ and
‘considerably increases the risk that such data may be accessible or disclosed in infringement
of that legislation’.
3 Judgment of the Court (Grand Chamber), 8 April 2014, Digital Rights Ireland Ltd, joined
Cases C-293/12 and C-594/12; para 69.
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order to ensure the full integrity and confidentiality of that data, guarantee a particularly
high level of protection and security by means of appropriate technical and organisational
measures. In particular, the national legislation must make provision for the data to be

retained within the European Union and for the irreversible destruction of the data at the

end of the data retention period' (emphasis added)3!. Again, the CJEU underlined that in
order to guarantee the necessary level of security and protection of the data in question,
the relevant legislation must require data to be retained in the EU.

Z Dk, BEOREDr — 2B W T EUIC A=Y FAT — 2 2R FET 2 50 2 5 &
FEDERR T 1, Tele 2HRICHB W THITE S L7z, ZOHRICEH VT, CJEU iF.  [fR
FFENTVE7T— 208, 207 —20ENE, L FXDOT -2 ~DEERT 7 & X
DY R %ERT L, EXRBEY - RAORME L, 207 —20%ekmTeM LK
AR T 2 72010, WY BN B X OCHBIEEIC X o> T, FFIcEme L Lo ff
X a ) T4 2RAEL 2P MIE RS v, Rric, EWNEIE, BAESGHN TR S N
27 =2t 7= ZRFHAM O TRICT — X2 BARAEICE S S 2 L ico v T
ELRTNEE R GEFAZEM) o [*]31 O, CJEU L, ML RoTwd T
—2DORBRLNNDEF Y T4 LRELRELT 5720, BT 2 EHIFEUANT
DT —ZDOMRFFEFER L BT NIE R bW & iR L 72,

104. The EDPB and the EDPS consider that the findings made by the Court in these two
landmark judgments are also relevant in the context of the Proposal, as it will apply to (i)
the processing of a large quantity of personal data, (ii) that are of a highly sensitive nature
and (iii) for which there is no objective element to conclude that the risk of unlawful access
is inferior than that identified in the context of the judgments referred to above.®? In
particular, the EDPB and the EDPS stress that the finding of the Court is all the more
likely to apply to the data at hand considering that health data is likely to be considered as
even more sensitive than telecommunications data (i.e. the data at hand in the two

judgments referred to above).

31 Judgment of the Court (Grand Chamber) of 21 December 2016, Tele2 Sverige AB v
Post- och telestyrelsen and Secretary of State for the Home Department v Tom Watson and
Others, joined Cases C-203/15 and C-698/15, para 122. See also the opinion of Advocate
General Saugmandsgaard Qe delivered on 19 July 2016, Tele2 Sverige AB v Post- och
telestyrelsen and Secretary of State for the Home Department v Tom Watson and Others,
joined Cases C-203/15 and C-698/15, para 239 to 241.
32 The EDPB and the EDPS note that this risk of unlawful access is such that it has actually
conducted the Commission to dedicate a specific provision on the matter for what concerns
non-personal data (Article 62 of the Proposal).
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EDPB & EDPS (3, Z#5® 2 D QM PRI B THHFFTA T L 28E k. (1)
REDOA=yFr7—20#, () BECKEEORWIEHEO b o, (i) #EET 7
tZAD Y R 7D EFLOHERD XHRCTRIE Sz d D L b bR &G 2 Z B E
RORWDDICHHINL 720, REDOURICETHRENEDLH L LHEZ T 5,
[*]32 ##ic, EDPB & EDPS (3, ~ VAT — X AELEFT — X L0 b & S ICHE M
MW EEZON DRV L2 ERT 2 & BRI FICD T — X ICi# ]
INZAREMEDN T 2 A ICE WV IS 2 (T bbb, EiLo 2 20HBficE W TFITIC
HLT—X),

105. In this context, the EDPB and the EDPS share the concerns of the Court regarding

the need to mitigate the risks of unlawful access and ineffective supervision when it comes
to certain types of data and certain types of processing operations. In particular, the EDPB
and the EDPS note that in case the processing infrastructure is located in non-EU/EEA
Member States, EU data protection supervisory authority’s control over compliance with
EU data protection rules might not always be fully ensured.
ZHICBI# L T, EDPB & EDPS 1%, RrE OFEMED 7 — & & RF7E O FENE O WL 1 i< B
LCLiBERT 72 R RN THROERD ) R 7 2T 2 HEEICEE 3 2 & o
Wzt 9 %, fic, EDPB & EDPS 3, B4 v 7 7 2% EU/EEA JEnEE i< il &
INTWw2GE, EU 7 — 2 REREREIC X 2 EU 7 — 2 R#EH A 0EFIc 0 3 5
HALT LS TrciERI TR WATREED S 2 L 15T 5,

106. In addition, the EDPB and the EPDS note that the Commission recently proposed
data storage requirements in another context: Article 17(1) (c) of the recent Proposal for
a Regulation of the European Parliament and of the Council on information security in
the institutions, bodies, offices and agencies of the Union indeed provides that ‘sensitive
non-classified information should be stored and processed in the EU 3. More generally,
the EDPB and the EDPS note that EU law already provides several examples of pieces of
existing legislation imposing to store personal data in the EU and that usually go even

further by also restricting transfers®*. The EDPB and the EDPS therefore conclude that

33 Proposal for a Regulation of the European Parliament and of the Council on information
security in the institutions, bodies, offices and agencies of the Union COM/2022/119 final;
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX:52022PC0119
3 See e.g. Article 6(8) of Directive (EU) 2016/681 of the European Parliamentand of the
Council of 27 April 2016 on the use of passenger name record (PNR) data for the
prevention, detection, investigation and prosecution of terrorist offences and serious crime:
“The storage, processing and analysis of PNR data by the PIU shall be carried out exclusively
within a secure location or locationswithin the territory of the Member States’; Article 3 of
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EU law requires, in certain specific situations, to impose that the data be stored in the EU
in order to mitigate the risk of unlawful access and to ensure effective supervision.

Mz <, EDPB & EPDS &, WINZH R RILDO M ONRT T — 2 RGP EMF 2R L 72
EIRERT B, mEDHINFEEE X CEUNES OB, Mk, F5As L KB IC ks
F R F 2 ) 7 4 BT AHESKNMEDH 175 (1) (o) &, HE»IC THEED
EOIEEEIERIZ EUNCRIES XU S N & Tch s ] eHET S, [*133 &k
Y —fikf)ic iz, EDPB & EDPS i&, EU#EiZ 3 ClicoX—Y F 07— X% EUNICIRE T
5 2L BRIEMNT 2BAEDOEHEO WL 220l 2Rt L CE b, il TR D HIR 3 5
LTI LA TH S LIERT 5. [*]34 L7223> T, EDPB & EDPS 3, EU
Ei, FFEORRICE T, RET 722D ) A7 %L, RN REE 2R T 2
7edic, 7T— 2% EUNICIRET 2 2 L 2 EWHA T 3 LRI w2,

107. Second, the EDPB and the EDPS note that Article 62 of the Proposal, on
international access and transfers of non-personal electronic heath data, refers in several
instances to non-personal electronic health data ‘held in the EU’, which would seem to
indicate a general assumption that this category of data would have to be stored in the EU.
The EDPS and EDPB consider that the same approach should be adopted for personal
data falling within the scope of the Proposal, as it would seem difficult to justify having a
requirement to store non-personal electronic health data in the EU but not having the
same requirement for personal electronic health data.

51, EDPB & EDPS (&, / ¥ X —= Y FABRET~NVAT =2 OEENRT 7 2 A &
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Regulation (EC) No 767/2008 of the European Parliament and of the Council of 9 July 2008
concerning the Visa Information System (VIS) and the exchange of data between Member
States on short-stay visas (VIS Regulation); Article 41 of Regulation (EU) 2017/2226 of the
European Parliament and of the Council of 30 November 2017 establishing an Entry/Exit
System (EES) to register entry and exit data and refusal of entry data of third-country
nationals crossing the external borders of the Member States and determining the
conditions for access tothe EES for law enforcement purposes, and amending the
Convention implementing the Schengen Agreement and Regulations (EC) No 767/2008
and (EU) No 1077/2011; Article 39 of Regulation (EC) No 1987/2006 of the European
Parliament and of the Council of 20 December 2006 on the establishment, operation and

use of the second generation Schengen Information System (SIS II).
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108. Third, The EDPB and the EDPS wish to clarify in this context that an obligation to
store personal data in the EU does not preclude transfers of personal electronic health
data to third countries or international organisations. Indeed, it is possible to reconcile a
general requirement to store personal data in the EU with specific transfers being allowed
compliance with Chapter V GDPR (e.g. in the context of scientific research, disbursement
of care, international cooperation). Consequently, the EDPB and EDPS consider that the
obligation to store the data in the EU would be proportionate and would not go beyond
what is necessary to achieve the objective pursued, which is to lay down an additional
safeguard with the view to mitigate the risk of unlawful access and ineffective supervision
over the data concerned, given its highly sensitive nature.
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109. Fourth, the EDPB and the EDPS also note that Article 63 of the Proposal provides
that Member States may maintain or introduce further conditions, including limitations,
in accordance with and under the conditions of Article 9(4) GDPR. Such limitations
imposed at a national level may include an obligation to store data in the EU. The EDPB
and the EDPS draw attention to the fact that such an obligation already applies in several
Member States and consider it likely that several Member States would impose or
continue to impose similar obligationsif the matter is not harmonised at EU level.
HPic, EDPB & EDPS 3 %72, #2EDH 63 545, MEEIL GDPR & 9 & (4)ichit
2T, ZDOFRMNTC, HIRZEC IO RI5MEMIFEZITEAT I LA TE S LA
ET D LICHET S, EL_rTifdns 2ok AflRicid, EU LT — X % {&1F
TEEREVEENL LG H %, EDPB & EDPS 13, 2D X 5 AEHEAT TITW L D
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In view of the above, the EDPB and the EDPS therefore consider it essential to avoid

an inconsistent and fragmented approach throughout the EU that would lead to different
degrees of protection of data subjects, which would be at odds with one of the key
objectives of the GDPR.% Therefore, the EDPB and the EDPS consider that additional
obligations including storage of personal electronic health data within the EU should be
as far as possible addressed at EU level i.e. in the Proposal, in order to ensure a uniform
high level of protection for data subjects across the EU, as well as to preserve the proper
functioning of the internal market, in line with Article 114 TFEU on which the Proposal
is based.
L7z4 > T, Lito®mo 5, EDPB & EDPS (3, 7 — X EIRDOIR#EDORE SR %2 5
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For all the above reasons and having due regard to the highly sensitive nature of the
personal data at hand, the EDPB and the EDPS consider that Article 63 of the Proposal
should impose on controllers and processors established in the EU processing personal
electronic health data within the scope of the Proposal an obligation to store this data in
the EU. As explained above, such a requirement to store personal electronic health data
in the EU should be without prejudice to the possibility to transfer personal electronic
health data in compliance with Chapter V. GDPR.3¢ The EDPB and the EDPS also
recommend to recall in the preamble that controllers and processors processing personal
electronic health data remain subject to Article 48 GDPR on transfers or disclosures not
authorised by EU law and should comply with this provision in case of access request

stemming from a third country®.

% See recital 53 GDPR relating to Article 9(4) GDPR: ‘However, this should not hamper

the free flow of personal data within the Union when those conditionsapply to cross-border

processing of such data.’

% And provided that the other conditions of the GDPR are complied with, in particular

Article 6 GDPR on the obligation for the processing to be lawful.

37 Article 48 GDPR: ‘Any judgment of a court or tribunal and any decision of an

administrative authority of a third country requiring a controller or processor to transfer or

disclose personal data may only be recognised or enforceable in any manner if based on an
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8.2 Procurement and Union funding (FBZE & EEDESD)

112. The EDPB and the EDPS note that Article 60 of the Proposal addresses the question
of additional requirements for public procurement and Union funding. The EDPB and
the EDPS consider that the above recommendations (on data storage in the EU and
compliance with Chapter 5 and in particular Article 48 GDPR) would be best
operationalised if they were embedded at an early stage when procuring®® or funding
services provided by controllersand processors established in the EU processing personal
electronic health data.

EDPB & EDPS i, 2 DK 60 58 nILTHE L HAEE S OB OREZ > Tw
% L1513 %, EDPB & EDPS (3, Lido#hih (EUICEHIT 27 — 2 fR{FLH 5T,
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LRI, FORBCTHARAEIN LI EIC, RBICEHINS L EZ TS,  [*]38
113. Therefore, the EDPB and the EDPS recommend that Article 60 of the Proposal also

international agreement, such as a mutual legal assistance treaty, in force between the
requesting third country and the Union or a Member State, without prejudice to other
grounds for transfer pursuant to this Chapter.’
38 In this respect, Recital 78 of the GDPR provides that ‘the principles of data protection by
design and by default should also be taken into consideration in the context of public
tenders’. Furthermore, Recital 77 of Directive 2014/24/EU on public procurement provides
that ‘when drawing up technical specifications, contracting authorities should take into
account requirements ensuing from Union law in the field of data protection law, in
particular in relation to the design of the processing of personal data (data protection by
design)’.
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refers, as a condition to procure or fund services provided by controllers and processors
establishedin the EU processing personal electronic health data, thatsuch controllers and
processors (i) will store this data in the EU and (ii) have duly demonstrated that they are
not subject to third country legislations conflicting with EU data protection rules.
L7435 T, EDPB & EDPS i3, fREDH 605 Tld, =V FVEF~VRAT — X %
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8.3 National contact points of a third country or systems established at international level (5=

= o B EAE S X (S EFRR 1ML S N7 HIED

114. The EDPB and the EDPS note that Articles 13(3) and 52(5) of the Proposal provide

for the possibility for national contact points of a third country or systems established at
an international level to be recognised compliant with the requirements of respectively
MyHealth@EU and HealthData@EU. The EDPB and the EDPS recall that transfers
stemming from the connection to and use of MyHealth@EU and HealthData@EU should
comply with Chapter V GDPR.
EDPB & EDPS i3, 205 1345 (3) &% 5245 (5) 28, Zh X MyHealth@EU
& HealthData@EU @ Z I HEHL S 2 L 8D LN 2 B =FH E 2 1ZEEL VTR I
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115. The EDPB and the EDPS note that Articles 13(3) and 52(5) of the Proposal provide
for the possibility for national contact points of a third country or systems established at
an international level to be recognised compliant with the requirements of respectively
MyHealth@EU and HealthData@EU. The EDPB and the EDPS recall that transfers
stemming from the connection to and use of MyHealth@EU and HealthData@EU should
comply with Chapter V GDPR.
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116.

In particular, the EDPB and the EDPS note that both Article 13(3) and Article 52(5)
of the Proposal refer to compliance checks to be carried out by the Commission before
issuing the implementing act establishing that a national contact point of a third country
or a system established at an international level is compliant with the requirements of
MyHealth@EU or HealthData@EU. The EDPB and the EDPS also note that Recital 26
of the Proposal, relating to MyHealth@EU, refers to the need for these checks to ensure
‘compliance of the national contact point with the technical specifications, data protection
rules and other requirements [...]". In this respect, the EDPB and the EDPS recommend
clarifying directly in both Article 13(3) and Article 52(5) of the Proposal that the
compliance checks should ensure that Chapter V GDPR will be complied with once the

national contact point of a third country or a system established at an international level
is connected to MyHealth@EU or HealthData@EU.
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9 EUROPEAN GOVERNANCE AND COORDINATION (CHAPTER VI) (BRIND#EA

RUOHE (FERE))

117.

The EDPB and the EDPS note that Article 64 of the Proposal establishes the EHDS
Board, a coordination body which aims to facilitate cooperation and the exchange of
information among Member States. The EDPB and the EDPS note that the EHDS Board
will be composed of representatives of digital health authorities and health data access
bodies of all Member States and that the EDHS Board will be chaired by the Commission.
The EDPB and the EDPS note that, in line with the Proposal, the EDPB and the EDPS
representatives may be invited to the meetings when data protection issues are discussed.

The EDPB and the EDPS consider that their representatives should be permanent
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members of the EHDS Board (thus not only potentially invited) and should participate to
all discussions on personal data protection issues, in order to ensure a consistent
interpretation and application of the provisions introduced by the Proposal with regard to
the provisions of the GDPR.
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118. Moreover, Article 65(1) of the Proposal defines the tasks of the EHDS Board on the
primary use of electronic health data. The EDPB and the EDPS notice that the
Commission will be able to issue written contributions and to exchange best practices on
matters related to the implementation of the Proposal, in particular on the provisions set
out in Chapters II and IIT of the Proposal (Article 65(1) (b) (i)) and on any aspect of the
primary use of electronic health data (Article 65.1 (b) (iii)). Since Chapter II of the
Proposal provides data protection rights similar to the GDPR (see point 28), the EDPB
and the EDPS consider that the EHDS Board should not be able to issue written
contributionsrelated to data protection rights issues. Otherwise, the EDPB and the EDPS
underline that the Proposal risks introducing a divergence in the interpretation or the
application of data protection rights determined by the EDPB and the EDPS. Moreover,
the EDPB and the EDPS note that this provision will create legal uncertainty, which will
also be in contradiction with the Proposal’s goals to improve the functioning of the
internal market by laying down a uniform legal framework (Recital 1 of the Proposal). In
addition, Article 65(2) of the Proposal specifies the EHDS Board tasks relating to the
secondary use of electronic health data. The EDPB and the EDPS reiterate their warning
regarding the competences of the EHDS Board to publish written contributions on issues
related to data protection rights regarding secondary use of electronic health data.
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119. Furthermore, according to Articles 65(1) (d) and 65(2)(d) of the Proposal, the

EDPB and the EDPS note that the EHDS Board will be able to share information
concerning risks and data protection incidents related to primary and secondary use of
electronic health data together with information regarding their handling. Once again,
the EDPB and the EDPS stress that the Proposal risks introducing a divergence between
the EDPB, the EDPS and the EHDS Board regarding the identification or the handling
of data breaches, since the EDHS Board will be able to share information on how data
protection incidents could be handled. Besides, there is unclarity as to the recipients of
the information the EHDS board will share. More generally, the EDPB and the EDPS
recommend the colegislator to specify the interplay between the EDPB, the EDPS and
the EHDS Board on the data protection issues, which should remain the exclusive
competence of the data protection authorities.
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120. With respect to the same chapter, the EDPB and the EDPS note that Article 66 of

the Proposal states that the Commission shall establish two subgroups dealing with joint
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controllership for the cross border infrastructures MyHealth@EU and HealthData@EU
(Articles 12 and 52 of the Proposal). The EDPB and the EDPS note that the scope of the
tasks of the joint controllership groups are not clearly defined, and that they may overlap
with the EHDS Board tasks under Article 65 of the Proposal. More generally, the EDPB
and the EDPS recommend that the interplay between the different bodies, groups and
organizations mentioned in the Proposal shall be clearly defined.
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121. In addition, the EDPB and the EDPS note some inconsistencies between the
subgroups’ tasks and the power of the Commission to adopt implemented or delegated
acts on the same topics. For instance, according to Article 52(13) of the Proposal, the
Commission may set out the requirements, the technical specifications, the IT
architecture of HealthData@EU through implementing acts, whereas one of the two sub-
groups will also make decisions concerning the development and operation of the same
infrastructure. Therefore, the EDPB and the EDPS recommend that the interplay
between the Commission and these sub-groups is clarified.
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10 DELEGATION AND COMMITTEE (CHAPTERVII) (fXk&ZE2 (BEE))

122. Chapter VII of the Proposal allows the Commission to adopt delegated acts on
several concrete aspects regulated by the Proposal. In this regard, the EDPB and EDPS
note that, regardless of the Member States’ involvement in the decision making, the power
to decide to modify or extend some of the essential issues addressed by the Proposal still

leaves the Commission with a considerable margin for manoeuvre to modify or extend the
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scope of the same Proposal in a way that could impact data protection rights and the
Member States’ exclusive competence to define their national health policies.
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123. In particular, the EDPB and the EDPS consider that Articles 5(2) and 33(7) of the
Proposal raise concerns, since the Commission is empowered to amend the list of priority
categories of electronic health data to be accessed and exchanged across Member States
for primary use as well as the list of electronic health data, subject to the mandatory
availability and access by third parties for secondary use. As any modification of such
categories of personal data, notably special categories of data, might require a re-
evaluation of the risks to the fundamental rights and interests of the concerned individuals,
these issues amounts to substantive matters that should be considered as essential
elements, pursuant to Article 290 of the TFEU.
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124. Therefore, the EDPB and the EDPS consider that such matters should not be

excluded from the legislative level, where any restriction of fundamental rights should be
clearly provided to achieve the indispensable foreseeability of the legal instrument while
only more detailed data fields (subcategories of data) falling under the already defined
categories of data set out in Articles 5(1) and 33(1) of the Proposal should be added
through the adoption of delegated acts.
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Moreover, the EDPB and the EDPS note that the criteria envisaged by Article
5(2)(b) of the Proposal to guide the Commission in deciding the priority categories of
electronic health data to be added to the list established in Article 5(1) of the Proposal
seem vague and should be further delimited®.
¥ bic, EDPB & EDPS &, 2% 55 (1) WED o) X MiTBNEh 2 ET~
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Finally, even though Article 67(4) of the Proposal states that the Commission shall

consult experts designated by each Member State, which may involve some expertise in
data protection matters, the EDPB and the EDPS recommend to introduce a clear
reference to Article 42 of the EUDPR to make clear that the EDPS and EDPB shall be
consulted as appropriate when such delegated acts are proposed.
BRIC, REDH 675 (4) Tld, WINEB2IFMBEESEE ST 2 MR L &S 5
boLINTEY, ZOHMFRIIT — 2 REREICE L TH 2 REOEMAFHZ L H &
32 AHEEAS S 525, EDPB & EDPS i3, Z D X5 ARTATAMPREINIGE T X,
EDPS & EDPB 25#UNIC sk 115 C & ZWIHEIC S 5 7201, EUDPR 2 42 S~ D W
WS KEEANT L L 2HET 2,

11 MISCELLANEOUS (CHAPTERVII) (Zofh (BN\E))

The EDPB and EDPS note that Chapter VIII of the Proposal allocates the
responsibility for establishing penalties applicable to infringements of the Regulation on
EU Member States. The EDPB and the EDPS consider that this could potentiallylead to
significant legal uncertainties with respect to the proper enforcement of the rules
established by the Proposal in different Member States, due to the different determination
of penalties’ size, which could be with significantly different minimum and maximum
amount enforced from one to another Member State. In this regard, the EDPB and the
EDPS note that harmonised rules on penalties should be established in order to ensure
fair and safe enforcement, especially in the context of cross-border cases.

EDPB & EDPS i, 2K 0% 8 & EU MEE <RI 2 BLHI 0@ @M & h 2 S
ZEDLEEEZH VLT TSI LICHET 5, EDPB L EDPSI3, 2D Z L, 3
I E 2> S Bl QM E~ & T T h 2 RAKEH & =B K & S R 3 a[BEED H 5 | &
HOMBED R e 2 RED Tz, F7e 2 MEETREIC X - THEZ T N B 0 Y) 7«

patfly
=

3 The criteria refer to the “category used in a significant number of EHR systems used in
Member States” according to the most recent information.
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MEATICBAL €. BERARENAHEEIC OB REELAH 2 EFEZTWD, ToRiicH
L C. EDPB & EDPS iF, FrIcENE i 2 7= Fhl O RIC BT, DIED DR L 7 1T
ZMERT 27201, FIANCEET 23 M0 & BB Z T RETH L LT3,

128. Lastly, the EDPB and the EDPS note that, in line with previous comments on the
self-certification of EHR systems, the periods for evaluation and review established under
Article 70 of the Proposal are too long to ensure the proper implementation in time.
Ietic. EDPB & EDPS (3, EHR v 27 20 CRBAFICBI 3 2 LARTo 2 X v b & AR
I, REDH 70 FJICEOSWTEEINFHE & L v 2 — W2 R T & T, @l & %E
fEDEIcAbRC L ICHET 5,

For the European Data Protection Supervisor
The European Data Protection Supervisor

(Wojciech Wiewiorowski)
For the European Data Protection Board

The Chair
(Andrea Jelinek)
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